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Executive Summary
POWER is a Research and Innovation Action, supporting the EIP Water Action Group, NetwercH2O and City
Blueprints. The project’s Digital Social Platform (DSP) is the project’s central tool to be made available to
cities, utilities or other promoting agencies, aiming at an important contribution to the creation of digital
communities around themes specifically related to water and the quality of life of local populations.
A specific local instance of the POWER Digital Social Platform is made available through a dedicated DSP
website and an accompanying mobile app. Such DSPs will be typically set up by a city, a utility, a municipallevel agency or a water-related interest group to be used by community members, activists, volunteers,
municipal officials and representatives, water professionals and experts, as well as regional, national or
international-level policy-makers, politicians and other stakeholders.
This report is the main deliverable of Task 2.1 Architecture and analysis for DSP (M1-M6), the initial task of
Work Package 2: DSP set-up and start-up (M1-M48). The purpose of this task was to survey the main
requirements and design objectives of the Digital Social Platform and to lay out the architecture and
functionalities of its main software components, which was duly carried out in full. The DSP software
comprises a content management back-end (internally designated the HUB), a template for the public-facing
website that materializes the DSP to the outside world (PUB), and its accompanying mobile app (MOB).
Aided by an iterative internal process of consultation with the project partners and in particular the key
demonstrator cities, the key functional, technical and data requirements were surveyed, reviewed and laid
out as the basis for development. This was informed by the socio-technical requirements analysis from WP3
and included an appraisal of previous projects of significant value, external platforms (analytics, social) and
the existing state of the art (in combination with other work packages in the project).
Upon these foundations, the design principles, architecture, components, functional relationships,
dependencies, hardware deployment scenarios, data models and basis for multi-lingual support were
established and developed. These were further dissected for the specific architecture and options of the HUB,
PUB and MOB components, including a set of use cases, documented as a basis for design and
implementation, user interfaces and the gamification features which constitute a key feature of the DSP.
A full implementation strategy was produced, including software foundations, addressing technologies
selected and open-source and software licensing challenges, for the specific implementation contexts of the
HUB, PUB and MOB components. Finally, the software development methodologies selected for the project
were planned, including in particular the methods reflected in the Agile paradigm, setting forth a
development and release schedule fully compliant with the project projected overall program of actions.
This report is primarily concerned with describing and analysing the DSP’s architecture and functionality. The
PUB and HUB follow a client-server 3-tier architecture (data and business tiers provided by a server;
presentation tier provided by a client at the user device), with client and server communicating over the
internet; the MOB implements the same paradigm, though following a different path.
The report provides a high-level overview of functional, technical and data requirements; a detailed
description of the architecture and design of the software, including design principles, components,
functional relationships, dependencies, hardware deployment scenarios, data model external platforms and
multi-lingual support. Details are given of the specific architecture and options of the HUB, PUB and MOB
components, including use case analysis, user interface and gamification features.
The report also details implementation options, including software foundations, technologies selected, opensource and software licences; and software development methodologies planned for the project, including
in particular the methods reflected in the Agile paradigm.
The report has been revised from its original versions (M18 and M21) to reflect the open-source
implementation effort as determined by the M18 Project Review and the October 2017 Consolidated Report
Remote Review. At date of publication, all of the project’s software is available as open-source software
(www.github.com/power-baseform) under the GNU General Public License 3 and is in full-blown use by the
project partners, including all Key Demonstrator Cities.
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Introduction

1.1 Overview
POWER is a Research and Innovation Action project, supporting the EIP Water Action Group, NetwercH2O
and City Blueprints. The project’s Digital Social Platform (DSP) is the central tool to be made available to
cities, utilities or other promoting agencies or entities, aiming at an important contribution to the creation of
digital communities around themes specifically related to water and impacting the quality of life of local
populations.
Digital social platforms are ICT tools designed to metabolize the digital involvement of communities in the
processes of governance, dissemination, planning and decision-making that occur in a wide range of fields,
such as water as a public resource and water management in human communities.
This dynamic is achieved by implementing digital interaction mechanisms promoted by local decision-makers
and seeking to involve citizens in ongoing projects, decision-making processes, promotion of global
awareness and the dissemination and sharing of local knowledge and experiences.

Figure 1 – Schematic representation of a DSP instance,
displaying the three main components: the PUB website, the
MOB app and the HUB content management back end.

A specific local instance of the POWER
Digital Social Platform materializes through
a dedicated DSP website and an
accompanying mobile app. It is envisioned
that it will be typically set up by a city, a
utility, a municipal-level agency or a waterrelated entity, and aimed to be used by
community members, activists, volunteers,
municipal officials and representatives,
water professionals and experts, as well as
regional, national or international-level
policy-makers, politicians and other
stakeholders.
To achieve this, the POWER DSP is designed
around an open, modular blueprint,
organized in three main tiers, internally
designated as the ‘HUB’ content
management backend, the ‘PUB’ browserbased public front-end and the ‘MOB’ app
for mobile devices (Figure 1).
The POWER DSP is centred on creating
awareness, offering knowledge, and eliciting
participation of citizens and local
communities in water-related challenges of
relevance. On the one hand, the DSP
provides information, advice and the best
practice that is specific to each targeted
challenge, framed for its local context, and
which may otherwise be unavailable or
difficult to find in a timely and consolidated
manner.
On the other hand, it provides channels for
interaction and knowledge-sharing among
the participants and local communities, the
city and other stakeholders. To support
Page 8 of 90
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awareness and stimulate engagement, the information provision, user interaction and knowledge sharing
channels and functionalities integrate information and knowledge visualisation as well as gamification
techniques.
The information on local needs, the experiences and knowledge created and communicated in bottom-up
and P2P exchanges also enable the identification and sharing of community-driven best practices, stemming
from local experience and living practice. In the best practice repository, both the knowledge and lessons
learned from top-down analysis and expert exchanges about them, and the community-driven exchange and
identification of best local practices are connected with each other.
To those involved in providing information, creating and managing content, and running the social
participation and gamification functionality of a DSP instance, a backend management system makes
available all those functions as well as capabilities to retrieve data and perform analyses that may inform
content. This component of the DSP is typically accessible only to the staff in charge of managing each DSPs.
The PUB is the visible face of a DSP instance and provides the various information, communication and
interaction capabilities in a user-friendly web portal. The MOB app provides easy-to-use mobile access
optimized for mobile interaction with the DSP, while serving the same content and interaction capabilities,
and retaining a maximum of commonality in user experience and functionality with the PUB. The MOB also
adds extra interaction capabilities made possible by the mobile device, such as location, image capture or
NFC communications.
Each DSP is created from a HUB, by generating individual instances of the PUB and MOB. In certain contexts,
multiple city DSPs may conceivably be managed from a single instance of the HUB. In the POWER project’s
piloting program, five DSPs have been generated, one per demonstrator city plus an additional demo city
DSP, all managed from the project’s single HUB.
The software was also used by the project for the creation of a separate DSP instance with special additional
features, designed to support the organized publishing of a Best Practice Repository, feeding from and
coordinating with the growing number of individual city DSP instances (Figure 2).
This report describes and analyses the DSP’s architecture and functionality. Both the PUB and HUB follow a
client-server three-tier architecture, with client and server communicating through the internet; the MOB
follows the same paradigm, albeit with some differences. The three tiers comprise the data and business
tiers provided by a server, and the presentation tier provided by a client at the user device.
The report provides a high-level overview of functional, technical and data requirements; a detailed
description of the architecture and design of the software, including design principles, components,
functional relationships, dependencies, hardware deployment scenarios, data model external platforms and
multi-lingual support. Details are given of the specific architecture and options of the HUB, PUB and MOB
components, including use case analysis, user interface and gamification features.
The report also details implementation options, including software foundations, technologies selected, opensource and software licenses; and software development methodologies planned for the project, including
in particular the methods reflected in the Agile paradigm.
The internal set-up of the POWER project requires close collaboration and alignment between WP2 (DSP Setup and start-up), WP3 (Power community link and scale up), and WP4 (Environmental, political, and social
impact of POWER). The work described in this report is closely informed by the user needs surveyed and
developed in WP3 – Deliverable D3.2, in particular, provides important socio-technical requirements that are
taken into consideration here. Measures have been taken to ensure flexibility for the introduction of third
party code into the DSP – e.g. for gamification elements to accommodate updates to the gamification model
developed under WP3 (described in the project’s Deliverable D3.3). The development of an API is the solution
to provide flexibility and normalized integration between the DSP and external code development.
This report sets the foundations for the three subsequent deliverables that correspond to the three main
components of the DSP: the HUB backend (Deliverable D2.2), the PUB browser-based portal (Deliverable
D2.3) and the MOB mobile app (Deliverable D2.4).
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Figure 2 – Four demonstrator DSPs, the demo city DSP and the Best Practice Repository are
piloted during the project, all managed from the project’s HUB instance.

1.2 Report layout
The report is organized as follows:
-

Chapter 2 provides a high-level overview of functional, technical and data requirements.

-

Chapter 3 describes the architecture and design of the software, including a review of design
principles, architecture, components, functional relationships, dependencies, hardware deployment
scenarios, data model, a review of available analytics modules and of previous projects of significant
value, external platforms (analytics, social), and multi-lingual support. Details are given of the specific
architecture and options of the HUB, PUB and MOB components, including use case analysis, user
interface and gamification features.

-

Chapter 4 deals with implementation, including software foundations, and addressing such topics as
the technologies selected, open-source and software licences. Detail is given on the specific
implementation contexts of the HUB, PUB and MOB components.

-

Chapter 5 addresses the software development methodologies planned for the project, including in
particular the methods reflected in the Agile paradigm, and sets forth a development and release
schedule.

-

Chapter 6 presents concluding remarks.

-

Appendix A contains key information on the Power Water Communities DSP open source GitHub
repositories.

-

Appendix B provides information about additional background analytics modules made available to
the project for internal development.

-

Appendix C contains the list of bibliography references and suggestions for further reading.

Page 10 of 90

D2.1 General architecture, functionalities and analysis report

30.11.2018

POWER
687809

1.3 Notes on the M36 review of this report
This report has been revised from its original version (M18/M21) to reflect a number of changes determined
by the M18 Project Review and the October 2017 Consolidated Report Remote Review. The most important
developments in that context are as follows:
-

An open-source version of the HUB has been developed, tested and published, fully replicating (and in
some areas extending) all the functionality that was previously available in the original version of the
HUB in order to create and manage a POWER DSP, and manage its contents.

-

The newly-designed open-source version of the HUB (https://powerrails.baseform.com/) became
available for active beta testing by the partners on M32; training of project partners on the new HUB
was initiated on M32, with a project-wide training session held in Barcelona in M34. Beta testing was
concluded on M34, followed by public release.

-

With the addition of this component, the entire range of software needed to create and manage a
POWER DSP, manage its contents, and generate its browser-based and mobile app clients – i.e., the
HUB, PUB and MOB – became publicly available on M34 as open-source repositories for open
development, on GitHUB: www.github.com/power-baseform. They are published under the GNU
General Public License 3.

-

The GitHUB repositories have been documented as per accepted practice through the inclusion of
descriptive context, Readme files and other information. The repositories are continuously updated as
the software evolves during the remainder of the project.

-

The original version of the HUB continues to be available internally, and through it, the range of
background Baseform analytics modules committed in the project proposal and Partnership Agreement.
These perform specialized analytics related to water systems and their internal availability extends the
ability for rapid prototyping of certain functions before deciding on further (open-source) development.
They are not required by the open-source version of the HUB.

-

The majority of project partners and namely the demonstrator cities are now actively using the opensource version of the HUB to edit and manage the project’s current 4 demonstrator city DSPs as well as
the demo city DSP and the Best Practice Repository.

-

The MOB mobile app, having gone live on M22 in the Android version, was also approved for iOS in M27,
with important updates respectively in M30 and M35.

-

Usage of the project’s issue tracking platform at https://bugzilla.baseform.com has been promoted
internally and has seen an increase in partner participation throughout the last 18 months.

-

All three components of the software have undergone significant continuous improvement through
testing, bug fixing, user training, exposure to public uptake (PUB and MOB), exposure to app store
reviews and a number of valuable user workshops set up by project partners and demonstrator cities in
the scope of other work packages during the period M24-M34.

-

As advised by the review, the plan included in section 5.2 has been revised to reflect adjustments made
to the various actions undertaken. All recommended actions have been completed.

Finally, the text of this report has been revised to reflect the above changes and to improve clarity and depth
wherever needed, in particular as regards the gamification features which were significantly developed in
design and functionality in the period since the initial version of the report.
It should also be noted that this is originally a M18 report laying out prospective planning and design at a
specific stage of the project, and should therefore be read in that context.
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2

Requirements

2.1 Overview
This chapter reviews the main requirements that drive the development of the software. The definition of
the DSP was guided by the consortium's formal documents, namely the approved proposal and the Grant
Agreement. These documents describe the functionalities expected in the DSP and represent the base of the
development to be made under the agile framework environment to be setup for the project. At this stage
of the project, Operational Objective 1 (OO1) represents the development guidance, along with its KPIs.
OO1. Set up a user-driven Digital Social Platform (DSP) for expansion and governance of POWER existing water
networks (based on a bottom and scale up approach, which will allow a fluid input and output of environmental
data and the sharing of best practice).
Grant Agreement, Part B, Section 1.1.3

This Operational Objective is measured through three associated KPIs. The requirements have those KPIs as
a specific metric to accomplish with an assertive approach. The following table summarizes this approach.
OO1.1 The platform database implemented and populated with best practice from the four key
challenges.
POWER response:
Challenges are the main content generated by the city pilots that will disseminate best practices and
engage by itself, and along with all features to implement, a dynamic of user generated content that will
result in a Digital Social Platform. This will be extended with selected contributions from the international
best practice analysis undertaken in D3.1 and with the input from user exchanges and best practice
contributions.
OO1.2 The platform correctly running and technological development of the pilot realized.
POWER response:
The technology architecture ensures an uptime > 99%. Platform error notification procedures allows to
act proactively if some problem is detected. Regular progress monitoring ensures meeting development
and implementation deadlines defined by the project.
OO1.3 POWER DSP brings together EU leading multi-disciplinary scientists, industrials,
stakeholders, to think and act collectively, to engage in public dialogues, to communicate new ideas and
solutions in a user-driven platform by using open-source frameworks.
POWER response:
The DSP will provide feature rich interfaces that will engage citizens and communities around specific
themes over water management. These features will be fostered by a backend content management
system that will allow for the implementation of gamification and socialization of important discussions
that will bring together several user groups.
The open-ended nature of the backend, and its reliance on open-source frameworks, will allow each city
pilot to integrate their own systems into the DSP, allowing to feed this social network with Top Down
challenges that might lack public dialogue and promote innovation as well as new ideas for old problems
about water management challenges.
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The DSP will allow for contributions from and interactions between citizens to facilitate citizen-led policymaking through processes such as the ConCensus methodology developed in WP4.

2.2 Functional requirements
In order to understand and develop the architecture proposed for the Digital Social Platform, it is vital to
review the cornerstones of the DSP platform: the user groups, the functional tiers of the DSP and their
relation to the application cases.
The division of features by the three DSP tiers creates an easy-to-understand organizational model, retaining
the flexibility needed for this kind of dynamic, constantly evolving projects, aimed at receiving wide public
participation.

2.2.1 User groups
The POWER platform is primarily addressed at three groups of user profiles that cover all stakeholders that
typically relate to the social digital platforms. These groups are:
Top Down – International- and national-level policy-makers, local/regional politicians will be supported
in the implementation of EU water and climate policy.
Middle out – Officers, professionals and experts (municipal, academic, business) will share knowledge
and experiences to keep up to date with current best practices.
Bottom up – Local community participants, households and businesses will use the DSP to find out about
water challenges affecting them and be enabled to change behaviours to promote water sustainability
and security and to create new solutions to local challenges.
A complete review and analysis of user groups, and the resulting development of socio-technical
requirements, is carried out in deliverable D3.2 - Report on Socio-technical Requirements.

2.2.2 Functional layers
To the users, their city of interest’s DSP is a public-access website (the PUB), whose functionality is replicated
through a mobile app (the MOB). Both are managed from a content management and analytics backend (the
HUB). The functional architecture developed is materialized through the three layers with different
technological contexts:
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Figure 3 – The three technology layers: MOB, PUB, HUB
The DSP concept is based on those three layers of functionality and technology, forming a true DSP cluster,
supported by state-of-the-art technology as regards web development, mobility and data management
architecture. There is a significant effort to match technology, functionality and user profiles.
2.2.2.1

DSP HUB functional requirements

Functional Area

Requirement

DSP HUB User
Management

Creation of new users of DSP HUB.
Changing the DSP HUB user's profile
Activation and deactivation of users.
Users association to profile groups.

Overall
management of
DSP PUB

Customization of engaging messages distributed by the features of the DSP PUB.
Customization of the DSP PUB Header and About section through a WYSIWYG editor.
Notification of users about new content submitted by external users on the public
site (DSP PUB). Notifications over workflow actions such as approval of comments
submitted by DSP PUB participants.
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General Challenge Features
General information content management, with definition of basic attributes:
description, scope, start and end dates, publishing state in the DSP PUB (state),
language and cover picture (picture). Status should be automatic, inferred from the
publishing dates.
Adding documents to the challenge in most common formats (ODT, PDF, DOCX, XLSX,
etc).
Event creation and management of their participation through the online registration
of participants. Online participation is a feature of the DSP PUB.
Microsite creation of Challenge
Creating and editing microsite structure with submenu and editable content sections
through a WYSIWYG editor with a user-friendly interface.
Capability to add multimedia content to each of the sections of the micro-site.
GIS related features
Capability to add maps to each CHALLENGE. These maps should be a composition of
shapefiles and a base layer.
Survey-related features
Survey creation with ability to automatically generate statistical report.
Surveys should allow answers through a text box, radio button single selection, dropdown single selection, multiple selection or grouper.
Survey reports should allow export of responses and pic charts of single or multiple
choice answers.
Gamification-related features
Definition of actions and their score in each dimension. A set of actions and
dimensions is detailed further in this document.
Participant score should be updated for each performed action subject to allocated
scores.
Challenge feedback management
Listing comments and approval workflow allowing for the publication of the comment
thread.
Allow for dynamic thread in comments through open-source forum modules.
Allow for the insertion and approval/rejection of comments from participants.
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Participants
management
(users DSP PUB)

Listing of all participants enrolled in the DSP PUB, presenting the challenges that
participants have interacted and their scores of gamification.
Export of participant profiles in .csv format.

General
Statistics

The DSP HUB must have a statistical module of the global DSP PUB participation,
particularly through the various dimensions of an analysis of challenges that are
published. These dimensions can be related to characteristics of the participants, the
scope of the Challenges or the level and quality of interaction and participation in DSP
PUB.

Integration
framework

DSP HUB works as a backend and content manager to the DSP PUB. The developed
software is available for further integrations with city data-banks in the context of
water-related information systems. This architecture also facilitates the deployable
nature of the Power platform to follower cities.

2.2.2.2

DSP PUB functional requirements

Website Level

Requirement
Header with City Pilot brand and hashtag

Website
Header and
Footer

Login or sign up link easily accessible
Three first level navigation options: CHALLENGES, MY PROGRESS, ABOUT
POWER footer with funding user information (privacy policy, terms of use, licence)
Featured banner with image and text to allow to introduce the City pilot POWER
project initiative.
A list of challenges, ordered by date of publishing, clickable for detail and explore.

Challenges List

Each item of this list shall have the Challenge title, a thumbnail image, a short
description and shall also provide direct buttons to allow participant to follow or
participate/ comment.
Social sharing should also become an option in the list interface of the challenges. All
of this content is backend managed through the detailed features of the DSP HUB.
POWER footer with funding user information.
Challenge detail page structure

Challenge
Detail

The Challenge detail page is the centre of interaction between participant and city
pilot content regarding the water topic to be explored. This page must support easily
accessible, buttons for Comment, Follow and Share functions.
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Comment redirects to a feedback page with optional attachment. A tip/comment may
also be introduced.
Other forms of interaction include survey submission and event registration.
The structure of the page shall include the content generated in the backend (DSP
HUB):


Microsite with sections and different kinds of content (text, links, images,
videos)



Document section to be downloaded



List of related Events, allowing participant to register



WEBGIS whenever there are maps or shape files that were uploaded in the
backend (DSP HUB). This viewer shall allow easy navigation, as well as search
and measurement features



List of Surveys that are also customized and published through the backend
of the DSP HUB. Each survey may be accessed by registered participants and
submissions may be edited until the end of the publishing date of the
challenge

Participant Interaction features
As described above, several ways of feedback and interaction must be available. The
idea is to provide a good interface that could avoid any eventual obstacles for the user
to get involved.
Comments with attachments - This feature allows the user to submit her participation.
Comment is subject to approval before becoming public. Other participants may add
to his comment and also like or dislike as practiced in the social networks interactions.
These actions are accountable for gamification purposes and this is customized in the
backend (DSP HUB).
Submitting surveys - Surveys are made available by the Challenge manager. It allows
objective and assertive feedback. Surveys are automatically treated in the backend
(DSP HUB), allowing the cities to rapidly take conclusions about the published surveys.
Sending tips - This is a form of participation similar to the comments, but with an
always constructive and contributing aspect to the community. The sending of tips is
valued in terms of gamification.
Social Sharing - Participants may share a specific Challenge in their own social network.
This shall also be accountable for their gamification profile, since dissemination is an
important action.

Statistics
Homepage

This page has as main objective to communicate, in a transparent way, the statistics
of access and participation to the site of DSP of each city., including a graphic viewer
of variables such as:
Number of visits
Number of registered participants
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Number of submitted Surveys
Number of Challenges by Status (open or closed)
Number of interactions by type of comment (Tip, Like, Dislike Comment)
Number of shared challenges by social sharing channel
Statistics of documents, by type of document
Number of organized events

About
Homepage

This component is managed by the backend content manager (DSP HUB) and presents
POWER in its various dimensions. This is a page that can have sections and may
contain different types of content in the context of the POWER presentation. It is also
on this page that the project partners are presented.
Log in and Sign Up is in the same page. A first block is reserved to login credentials:
email and password.

Log in/ Sign Up

Integrated in this block, the forgotten password recovery process is made using
traditional email confirmation to email address used in the registration. Passwords are
encrypted and shall never be visible in the backend (DSP HUB).
Sign up procedure demanding the following attributes:
Name, email, password, password confirmation
Participant account is a specific page where registered users can edit account
information previously submitted, and consult the activity log, namely:

Participant
Account

2.2.2.3



Challenges where the participant interacted in one of the available forms,
allowing to consult the participation content that was submitted (survey,
comment, tip….)



Challenges marked to be followed by the participant, activating notifications
for challenge’s changes in terms of content or state



Personal profile enhanced by gamification elements, e.g. points earned.



Motivational message is shown according to the degree of participation



No comparison between participants is available in either the PUB or HUB.

DSP MOB functionality

The DSP MOB is the mobile tier of the content provided by the DSP PUB tier, also targeted for the Bottom Up
user that includes citizens and community. It is available in the IOS and Android systems and mirrors PUB
features in an optimized environment.
Real time mirroring of the PUB tier benefits from a shared registering process and automatic integration of
mobile pictures as possible content to upload in the platform.
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2.2.3 Consistent Data Access
The DSP platform analyses, stores, and communicates many different types of information to help
stakeholders in their specific roles over the chosen water challenges. Raw and normalized processed
measurements may need to be processed and made available both for viewing and for subsequent analysis.
These analyses may conceivably include contextual information such as water network models or weather
forecasts and may use diverse algorithms. Types of analysis include water demand forecasting, usage
benchmarking, operational optimization and many others.
The results of these analyses and of the raw data may need to be available for visualization on traditional
platforms such as personal computers, and potentially on next generation platforms such as mobile devices.

2.3 Technical Requirements
The DSP has specific requirements for interaction of users with the DSP and other social platforms such as
those used by the most popular social networks.
Interaction between the public users and the DSP requires a great level of flexibility and dynamics in content
management, in order to engage and persuade public users to participate. Collecting participation is one of
the main goals of the DSP, and that means making it as easy as possible for the users to participate. To do so,
it is necessary to use technologies widely and freely available. These technologies must be based on the web
for ease of access from any point.
Part of the participation is interaction with social networks, which implies a competent integration of the
PUB and MOB tiers with the most important social networks: Facebook®, Twitter® and Google+®.
For the HUB tier, the most important technical requirements are:
● The quality of the content management system, that is used to produce and dynamically edit the
contents presented by the PUB and MOB tiers
● Manage the gamification variables that are to be fed with user interaction through the PUB and MOB
interaction, along with the widgets provided by the gamification API
● The capabilities to produce and show meaningful results through the statistics of the participation
collected by the PUB and MOB tiers.

2.3.1 Open-source
All the technologies used in the core modules and functionalities of the DSP, i.e., those needed to create and
manage a POWER DSP, manage its contents, and generate its browser-based and mobile app clients, are
required to be made available under an appropriate open-source license.

2.3.2 Flexibility of implementation
The specific technologies selected to carry out analysis and visualization depend on the task as well as on
organizational preferences. The DSP is multi-tiered and the HUB tier holds responsibility for data collection
integration processes and backend for the DSP PUB tier. It is also the place to work out data consolidation
procedures that might be possible for a specific city pilot or follower city.
The above consideration and the multi-tiered approach mean that it is possible for the project to adopt
distinct technologies to implement the HUB, PUB and MOB while ensuring adequate communication among
the components. In fact, the most likely technologies to be adopted in the development justify this option.
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2.3.3 Data interoperability
One of the most important requirements for the system is the ability to inter-operate among disparate
components, internally as well as externally. The system must be able to consume and serve web-services.
Examples are data-mining and analytics services of the type provided e.g. by Google Analytics® or PIWIK®;
social networks such as Facebook®, Twitter® or Google+®; online web-mapping services such as Mapbox®,
Carto®, ESRI®; specialized engineering analytics such as Baseform® or IBM Maximo®; and the national and
multinational environmental data repositories, such as those provided by weather agencies or national water
or environmental agencies.

2.3.4 Data governance
2.3.4.1

Overview

Data governance provides guidance to ensure that data is accurate, complete, available and secure. It
supplements data management and is included in the organizational structure as a function that spans across
an organization’s business functions and geographies.
Data governance defines data standards and institutes policies to address:
• Common data definitions, business rules and processes
• Adherence to business rules
• Enforcement of authentication and access rights
• Compliance with regulations
• Enablement of standards using tools and technologies
• Organizational buy-in and communication
The DSP components take these guidelines into account by creating a common framework of business rules,
transparent user management, and adoption of standards for information management, facilitating the
integration processes that occur in the backend (DSP HUB).
2.3.4.2

Data Integration

The DSP platform has a modular architecture as part of an important principle: the features are integrated
into a data model, ensuring data availability to inform analyses that may form part of the content to be
published if so desired.
In many water-related data contexts, such as municipal agencies with environmental supervisory roles, or
water services utilities, there are often large quantities of data from multiple data sources, sometimes
residing in physically separated systems or locations, that may be of interest to the analytics and/or reporting
requirements of a platform with the focus of the POWER DSP.
For that reason, it is important to ensure that the data models deployed are sufficiently wide-ranging to
handle the most common data types in these environments.
2.3.4.3

Data Synchronization

For dynamic time-based data, such as human consumption, weather variables or river flow measurements,
the requirement for data integration entails a further step which is data synchronization.
Data synchronization allows interoperability processes to be integrated in the DSP platform without human
interaction. The DSP platform benefits from a synchronization process based on specific agents that may
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work together with remote data repositories to fetch data that may be of interest for analyses that may
inform DSP knowledge or shareable content.

2.3.5 Multilingual support
The POWER project aims at creating a DSP framework that is viable across multinational scenarios, where
multilingual support is a central feature.
In each instance of the DSP, contents is uploaded in the native language(s) of the city concerned. The platform
will be able to ensure its correct publication in the PUB and MOB layers. In the case of the project’s
demonstrator cities, support is provided for English (Leicester, Milton Keynes, Jerusalem), Spanish and
Catalan (Sabadell), Arabic and Hebrew (Jerusalem). The Best Practice Repository additionally supports
material contributed in German. Multi-lingual support is also available for any new DSP to be developed using
the software, for example by follower cities, simply through translation of the available UI text strings.

Page 21 of 90

D2.1 General architecture, functionalities and analysis report

POWER
687809

30.11.2018

3

Architecture and design

3.1 Overview
The architecture selected for the Power DSP is a client-server 3-tier web architecture 1. This enables the
fulfilment of the design principles stated in section 3.2. The client-server 3-tier architecture comprises a data
tier and a business tier provided by a server, and a presentation tier provided by a client at the user device.
In the POWER DSP’s case, client and server communicate through the internet.
This architecture and its application to the software under development here are further discussed in section
3.3, with details for each of the three components (HUB, PUB, MOB) being given in the subsequent sections.

3.2 Design principles
Compatibility
The power DSP has some key compatibility requirements in terms of presentation and user interface
(client/presentation tier):
● For the HUB and PUB, users of the mainstream operating systems (Windows, Linux, MacOS) must be
able to use the software with no need for installing any software other than a web browser.
● In the case of the MOB, users of the modern mainstream mobile operating systems (Android, iOS) must
be able to use the software.
The server tiers (data and business) must be compatible with any Linux server operating system.
Extensibility
Wherever possible, the effort of adding new features to the software must not lead to major design or
architecture changes.
Maintainability
The effort of error corrections and bug fixes must be minimized by design.
Reliability and Availability
The POWER DSP must be available to the users at all times. The only down time admissible must be that
required by maintenance work (bug fixes or the addition of improvements and new features), which must be
as short as possible; this is dependent on the minimization of deploy times, which in turn is aided by the
maintainability principle listed above.
Complying with the data governance and data quality requirements (see section 2.3.4) is also part of this
effort. This means that the technologies and implementation chosen for the data tier must fulfil this design
principle.
Security
This principle aims at ensuring that the POWER DSP is capable of resisting hostile actions.
It is very important that the user is assured that the webserver is authentic (i.e., that no third party is able to
impersonate the web server) and that the user’s communication with the web server is private and cannot
be read by no one else.
The other key principle is that, whenever necessary (i.e. for private content), the web server is always sure
that the user is authentic and not an impersonation.
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Usability
The presentation tier must produce a user interface suited for the majority of its users. Standard design
guidelines should be followed, also considering users with disabilities, including the visually impaired (as
noted in deliverable D6.2).
Performance
The DSP must perform tasks using an acceptable amount of time and memory as per current standards.
Scalability
A key principle for the POWER DSP is to ensure that the rising the number of users or the content variety and
volume do not degrade performance.

3.3 Architecture
Both the PUB and HUB follow a client-server three-tier architecture, a widespread model in which a
distributed application is comprised of servers and clients that perform different tasks that are coordinated.
The three tiers are distributed by the client and the server and rule the coordination of tasks.
Server: Provides services to the clients such as data storage and business rules. Servers commonly exist
in smaller number than the clients.
Client: Consumes services from the server(s) and enables the users to perform tasks and receive
information from the server.
The three tiers are as follows:
Data: This tier is at the lower level and takes care of storing and retrieving data. The implementation
of this tier shall resort to database management systems and file systems, in order to store and retrieve
data. This tier is provided by the server.
Business: This tier uses the Data tier to retrieve and store data, and implements the business logic,
controlling both the data and presentation tiers. This tier is implemented, using a reliable web
development framework that provides the ability to use an application server to implement the
business rules, following the design principles stated in section 3.2. This tier is also provided by the
server.
Presentation: This tier is the user interface, which means that it is the way the user operates the
system and gets information from it. This is implemented on web technologies suitable of running in
any modern web browser. This tier is provided by the client.
The MOB has a slightly different architecture, but it is still a client-server three-tier. It is intended to be
presented through a mobile app instead of a web browser, which introduces differences in the presentation
tier.
In order to achieve an efficient degree of compatibility between the two target mobile operating systems
(OS), the presentation tier of the Power MOB, must be implemented on a common, mobile specific, web
interface, leaving very few components for the OS-dependent mobile applications.
The following diagram provides a general view of the Power DSP architecture.
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Figure 4 - General view of the Power DSP architecture

3.3.1 Components
3.3.1.1

Overview

The main components of the software 2 3 are described in this section. A software component is a modular
part of the system that offers a given set of functionalities and provides an interface to other modules. This
enables replacement by another component with the same interface. From a high-level viewpoint, there are
three main components, one for each tier:
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HUB: This component is the key administrative back-end providing DSP creation and management,
including managing content, participants and their participation features and statistics, gamification
and managing each city information. In the original version of the HUB, this component also makes
available Baseform’s analytics modules, that offer extended analytic capabilities for urban water
systems and city management1.
PUB: the browser-based DSP client, providing an interface to public users, displaying content, eliciting
and collecting public participation, and providing generic city information and statistics, among other
functions. This component also provides a mobile-adapted user interface to be used by the MOB
component.
MOB: provides a mobile user interface to the DSP’s public users. It uses the PUB mobile web interface
and materializes as a mobile application.
The following component diagram gives an overview of the DSP’s HUB, PUB and MOB interaction, as well as
all the interfaces with the outside.

Figure 5 - Overview component diagram

3.3.1.2

PUB and MOB

There are four demonstrator cities in the project, and the project aims to recruit number of follower cities,
with distinct needs in terms of content, management and audience. This means that the PUB tier must be
replicated for each of these cities, diverging in content while retaining the same functionality.
This way there must be multiple PUB instances running simultaneously, with different content and audience
for each instance. For the MOB tier the same concept applies, with the added need for different mobile
applications that use the different mobile user interfaces provided by the different PUB instances.
The PUB is composed of the following components:
Participants: Provides public users authentication.
1 [Note to M36 review of this report] This functionality is only available through the original version of the HUB; the new, open-source

version of the HUB does not access access this functionality.
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Challenges: Shows challenges to the public users.
Participation management: Collects public users’ participation on challenges and keeps track of their
actions in an action log.
City: Provides the public user with generic information about the city.
Statistics: Provides public users with statistics on the PUB DSP platform usage.
User interface: Provides the web user interface and the mobile adapted web user interface which is
used by the MOB component as content for the mobile application.
The following figure is a component diagram detailing the PUB and MOB tiers.

Figure 6 - PUB and MOB component diagram

3.3.1.3

HUB and its modules

The HUB’s architecture is open-ended and consists of a set of core modules to address all the functionality
needed to set up, configure and manage a DSP, edit its contents and ensure management of the PUB and
MOB. Those modules are also designed to be able to take advantage of external services and software
components, should they be made available.
The full-featured HUB deployment has at its heart such HUB core components as:
User management: Manages users, groups and permissions.
Data management: Manages data - tables, files - creating, editing and providing access to users.
User interface: Provides the HUB’s web user interface.
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Participant management: This component gives access to information about specific public users, such
as their participation and their action log.
Challenge management: This component is responsible for creating and editing challenges and all the
associated sections, events and documents.
Participation management: Responsible for comment moderation.
City/Theme management: Manages city- or theme-specific information and other generic dynamic
content.
Gamification: Provides functionality to implement gamification features of the PUB and MOB.
Statistics: Provides statistics about public users’ participation.
As planned in the project proposal and Partnership Agreement, a number of background modules to perform
analytics related to water systems are available to the project and may be invoked if necessary, namely in
the context of prototyping certain functions before committing to further (open-source) development.
Among such previously existing analytics modules made available by Baseform are included:
GIS: Provides maps and generic GIS capabilities.
Notifications: Provides a notification mechanism from the system to the HUB users and also from HUB
user to HUB user.
Monitor: Provides a mechanism to retrieve, store and read (real-time) environmental and water
system metering data.
The following diagram details the DSP HUB components.
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Figure 7 - HUB component diagram; Baseform analytics modules are optional (see 3.3.1.4)

The following table lists which modules are being / have been developed in the scope of the project and their
respective licensing status.
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Module

Development

Licencing

Participant management

Created in the scope of the project

Open-source

Challenge management

Created in the scope of the project

Open-source

Participation management

Created in the scope of the project

Open-source

Statistics

Created in the scope of the project

Open-source

City management

Created in the scope of the project

Open-source

User management

Created in the scope of the project

Open-source

Data management

Created in the scope of the project

Open-source

User interface

Created in the scope of the project

Open-source

GIS

Baseform background available/ new
version created

Licensed to project /
Open-source

Notifications

Baseform background available/ new
version created

Licensed to project /
Open-source

Monitor

Baseform background available/ new
version created

Licensed to project /
Open-source

Table 1 DSP HUB modules by licensing status

According to the requirement of a fully open-sourced distribution of the POWER Project developed software
(2.3.1), all proprietary Baseform background software components which are in use during the project are
duplicated with fully functional, equivalent open-source alternatives. This includes general services (GIS and
Monitoring web services), the DSP HUB user interface and back-office user and file management capabilities,
as described also in section 5.2 Release schedule.
3.3.1.4

Baseform analytics modules

Following up on the component description in this subsection, below is an overview diagram of the
background Baseform analytics modules made available during the project to support prototyping of
analytics functions related to water systems. More detail on the Baseform modules is presented in section
3.3.5 and in Appendix B.
3.3.1.5

Relevant backdrop projects: the Participa platform and the ERSAR app

The content dynamics to be implemented in the POWER DSP are inspired by two previous projects that
achieved very successful implementations. Although the software for the POWER DSP is entirely written from
the ground up as regards the capabilities illustrated by these two examples, they are important references
in both the design and architecture options taken.
In the area of public participation, Participa.pt is a success case in the engagement of communities for the
collection of feedback in all public environmental consultation processes, with over 260,000 accesses
annually in Portugal (2.7% of the country’s population). This has represented a major upgrade in public
consultation dynamics where poor engagement had been traditionally reported.
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Figure 8 - Screenshot of the Participa.pt access stats

From the experience collected in implementing Participa.pt, a set of relevant and valuable lessons have been
carried over to POWER:


Simple interface, no noise and very oriented to the content to consult and interact;



Ease of interaction with content;



Possibility of the user to be able to consult the history of participation;



Tools of treatment of the results of the engagement, allowing knowledge of the tendencies and the
answers received by each consulted process.

Figure 9 - Screenshot of the ERSAR app
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Another reference project is a reference app developed for ERSAR, the national regulator for water and waste
services in Portugal. The ERSAR app is an approach to benchmarking quality data for utilities in the water and
waste sector. This application presented a simple form of public communication of key variables and qualityof-service indicators that allow for the direct comparison of water and waste services among all 300+
municipalities in Portugal. It is essentially the public-facing outlet of an audited regulatory benchmarking
process that repeats itself every year and integrates a backend for loading and validating data.
The ERSAR app's innovative approach was referenced in the OECD's Stakeholder Engagement for Inclusive
Water Governance report, 2015, as an example of good practice in communicating with stakeholders. This
successful endeavour brings to the POWER project substantial learnings in the way in which public-interest
information can be disseminated through numerical indicators and visual cues in a mobile support designed
to augment accountability of public management towards the participating citizen. It also provided valuable
pointers on the interaction potential and attractiveness of usage of a mobile app designed for citizen
participation.

3.3.2 Relationships, dependencies and interactions
The HUB, PUB and MOB components have different functions (with close similarity between PUB and MOB)
and relate to each other in different ways. The interactions and dependencies between components, vital to
the DSP implementation, are described in this section.
The HUB tier is responsible for content production and management, as well as participant management,
moderation and analysis.

Figure 10 - Data exchange between the three main components and the users
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The PUB tier is responsible for presenting the content to the public, as well as eliciting and collecting public
participation. A mobile interface for these functionalities is provided by the MOB tier.
The PUB is completely dependent on the HUB tier because all the content it presents is managed there. This
makes it very important to assure a very structured and reliable interaction between these two components.
Participatory data collected by the PUB is gathered and analysed in the HUB, which creates a dependency
and interactions in the reverse way.
Finally, the MOB depends on the PUB (and, consequently, on the HUB), because, as an additional layer of
participatory collection and content presentation, the PUB still rules these two functionalities, by providing
a specific interface with the MOB.
Figure 10illustrates the data exchange between the data exchange between the three main components and
also between them and the users.
Dynamic data, such as user information, challenges content and public participation is stored in the database
and can be accessed by any module given that the database is accessible to all of them.
Static data, such as documents, is stored in the file system. Documents are added by the HUB users as part
of the challenge content and then accessed by the PUB and MOB components when users download them.
These two components also create static content, when users upload pictures or other documents as part of
their participation.
Real time data can have multiple sources and is stored in the file system by the HUB. The HUB provides
interfaces in order to be fed with this data. This data is the used by this component in order to produce
analyses and indicators that can inform HUB users when producing challenge contents.

City pilots - PUB and MOB replication
The project’s DSP starts with four demonstrator cities, with different goals, needs and audiences. This adds
complexity not only to platform and content management, but also to participatory data gathering and
analysis. In order to make sure that there is effective separation between city pilots, there are four different
instances of the PUB and MOB tiers, one for each city pilot. All these instances are managed from a single
instance of the HUB tier.

3.3.3 Hardware deployment scenarios
As the Power DSP is essentially a web application, there is the need to deploy it in a server cluster, capable
of hosting a web and application server and a database server. Additionally, the DSP requires a reliable and
high-performing file server.
There is the need that all the third-party technologies are open-source, from the operating system to the
application and web servers.
From this point, it is important to define an architecture that is reliable as well as scalable, in order to fulfill
the design principles stated in section 3.2.

3.3.3.1

Minimal deployment architecture

For the project’s testing phase (see schedule in section 5.2), the DSP must run smoothly in a server
configuration that meets the minimal requirements in terms of components, such as having a file system, a
database server, a web and application server, and a firewall, among other requisites.
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Such an architecture is adequate for testing purposes only and should not be used as a production
environment, as it lacks the needed scalability. Below is a diagram of the minimal hardware architecture.

Figure 11 - Minimal deployment architecture diagram

3.3.3.2

Scalable deployment architecture

For scalability in a production environment, the solution is to use a server cluster that distributes the work
assigned to the various components. This can be achieved by using a distributed file system, a distributed
database management system, and different web and application servers for the different tiers and
instances. Below, an example diagram of such an architecture as used by the POWER DSP.
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Figure 12 - Scalable deployment architecture diagram

3.3.4 Data model
The data model is divided into four main groups:
1. City: The entities in this group represent the city and its relation with participants and challenges.
1.1. MSystem: An entity to represent a city. It allows challenges to be associated to a city and also to
telemetry data.
1.2. AboutTab: Part of the About section of the PUB DSP of each city.
1.3. CityProperty: Text properties associated with each city are meant to provide dynamic content,
which is different in each DSP PUB.
1.4. RParticipantCity: Once a public user (a participant) registers for a given city, it is marked as related
to it. This is the relation.
2. Users: These entities represent the HUB users and their relationship with the cities.
2.1. User: A HUB user, from a city, from project management, etc.
2.2. Permission: A permission to perform a certain action in the HUB.
2.3. Group: A group of users that can perform the same actions.
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2.4. UserGroup: A relationship between a user and a group. A user can have many groups, and groups
can have many users.
2.5. GroupPermission: A relationship between a permission and a group. Can be associated to a city
(MSystem). A permission can be in many groups, and a group can have many permissions.

Figure 13 - Data model

3. Challenges: These entities represent the challenges posted to the PUB by the cities content producers.
3.1. Challenge: Represents a challenge, which is a post published by a city in its PUB DSP.
3.2. Section: A section of a challenge. There can be up to four sections for challenge.
3.3. Document: Each challenge can have any number of documents for participants to download.
3.4. Event: An event is associated to a challenge, and there can be any number of events for challenge.
A participant can be related to the event.
3.5. EventFile: An event can have a file associated, for participants to download.
3.6. Survey: Challenges can have many surveys. These are sets of questions to be answered by public
participants.
3.7. SurveyAnswer: Represents an answer to a survey as it gathers a set of answers to the survey
questions.
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3.8. SurveyItem: A question of a survey.
3.9. SurveyAnswerItem: An answer to a question of a survey.
4. Participants: Here are represented the public participants, their relations with challenges and their
actions.
4.1. Participant: This is the public user, after registration. Once registered in a particular PUB DSP, it has
a relationship with the City of that PUB DSP (RParticipantCity).
4.2. RParticipantEvent: A relationship between a participant and an event.
4.3. CommentOrTip: Participants make any number of comments or tips on any challenge. These may
also be in response to another comment/tip.
4.4. CommentFile: Participants can associate files to the comments or tips they make.
4.5. GotIt: Participants can mark challenge sections as understood.
4.6. ActionLog: Every action taken by the participant in the PUB DSP is logged (for statistics and
gamification).

3.3.5 Available background analytics modules
As planned in the project proposal and Partnership Agreement, and as mentioned in 3.3.1 and 3.3.1.3, a
number of Baseform background modules to perform analytics related to water systems are available to the
project and may be invoked if necessary, namely in the context of prototyping certain functions before
committing to further (open-source) development.
There are four groups of Baseform modules available, applicable to urban water systems:

Monitoring:
Event detection
Metering
Zonal indicators
Water Balance

Diagnosing
Network model
Performance indices
Minimum energy analysis
Energy Balance

Predicting
Failure analysis
Inspection analysis
Component importance
Risk of no service

Planning
Compare and Prioritize
Indicators
Financial project
Infrastructure Value Analysis

Details of the functionality and architecture of the modules are given on Appendix B.

3.3.6 External platforms: analytics, social (Facebook®, Twitter®, Google+®)
The Digital Social Platform has a specific focus on the engagement of users through social networks. Social
networks are a privileged space for the dissemination and collection of feedback. The way social networks
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shape the online user interaction requires a different approach to the more technical portals related to
Environment, Sustainability, Energy, among other areas.
The DSP platform features integration with leading social networks, acting at two levels: inbound and
outbound.


Inbound: Gathering online information on the social networks related to the water themes and the
demonstrator cities. This mechanism is built based on the definition of specific hashtags or accounts,
depending on the targeted social network.



Outbound: POWER-generated content lends itself to be posted in social networks, especially those
related to water and the city pilots.

A statistics module allows for an analytical overview of the social dissemination of content through the APIs
made available by the social networks to be integrated. These networks include Facebook®, Google+® and
Twitter®.
Implementation details related to the relationship with external platforms are given in report D2.3, which
focuses on the features of the PUB tier.

3.3.7 Multilingual support
As stated in the multilingual requirement of section 2.3.5, the DSP PUB must allow for the demonstrator
cities to produce contents in their native languages. Not only there will be different DSP instances in different
languages, but the same instance of the PUB may have to display more than one language – for example,
among the demonstrator cities is the city of Jerusalem, whose DSP has content written in Hebrew, Arabic
and English.
In order to fulfil this requirement, the following implementation rules are paramount in the architecture
adopted for the system:
1. All the static content of the DSP PUB (such button names, menu entries, etc.) are localized, i.e. there is a
mechanism to control the display of a word/string/phrase depending on the language chosen by the user.
2. The contents produced by the city must have a language associated. In other words, a challenge is written
in one, and only one language, allowing the content producers to generate different challenges for
different languages, or, conversely, having multiple challenges about the same subject, translated to
multiple languages.
2.1. To maintain the statistics features of the DSP HUB in the case of having more than one language for
the same subject (i.e. multiple challenges), there must be a challenge identifier, in order to
aggregate different challenges of the same subject but in different languages.
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3.4 The HUB back end
3.4.1 General functionality
The HUB back end acts as a content manager for the public components of the DSP, the PUB and its mobile
app counterpart, the MOB. The HUB is not a traditional content manager in that, in addition to the customary
components for creating, editing and managing new content, it also has the potential to integrate with other
systems that may provide data, intelligence or communications with the stakeholders.
Additionally, an analytics engine allows the HUB to process interaction results in order to provide
improvement criteria for the cities to decide how to make the social process even more effective. This is an
important aspect because one of the main difficulties in the communication and management of water
challenges is the translation of technical terminology and scientific data into more common language that
can be apprehended by a wider, non-technical audience and with which the POWER users may more easily
engage.
From the viewpoint of the back end and in the context of the POWER DSP, the integration with a set of
technical analytics applications is possible, allowing DSP promoters to integrate technical data and turn it
into key indicators, live charts or other information that may be of assistance in the engagement and
communication process.
As mentioned in 3.3.1 and 3.3.1.3, and as planned in the project proposal and Partnership Agreement, this
feature is available through pre-existing Baseform background modules, for use during the project by the key
demonstrator cities – its usage may facilitate the prototyping of desired analytics functions and provide
indications as to the suitability of development by the Open-Source community of equivalent capabilities for
the DSP’s OS version.

3.4.2 Use cases
This section describes the most important use cases of the DSP HUB in order to highlight and contextualize
its functionality. The users involved in the use cases are HUB users in general (the middle-out group, i.e.
professionals) belonging to the city or an approved stakeholder group. In some subsystems, the user role is
pre-specified. In terms of access to information, all HUB users are able to see the participants’ name and
email address, but only Admin Users have access to other HUB users’ name and email address.
Whenever there are any dependencies between use cases, they are also pre-specified in the textual
descriptions.
3.4.2.1

Users

Figure 14 - Use cases diagram: Users subsystem
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Login
1. The user goes to the DSP HUB web site
2. The HUB presents a login screen with a login form
3. The user introduces her username and password and submits the form
4. If the username exists and the password matches the username
4.1. The login is valid and the user is authenticated
4.2. The HUB redirects the user to the Challenge List page
5. If the username does not exist or the password does not match the username, step 2.

Logout (requires a logged-in user; user is prompted otherwise)
1. The user clicks on the logout button
2. The HUB closes the user session

3.4.2.2

Challenge

For this subsystem, there are city content producers and content reviewers as users.
All use cases in the subsequent list assume the user has already logged in.
View challenges list
1. The user goes to the Challenges area
2. The HUB presents a list of challenges identified by name and language
3. The user can operate a set of filters in order to find his way through the list
View challenge (depends on View challenges list)
1. View challenges list
2. The user clicks on the line corresponding to the desired challenge
3. The HUB presents the challenge screen containing all the information about the challenge

Edit challenge (depends on View challenge)
1. View challenge
2. The user clicks on the Edit button
3. The HUB presents the Edit screen, with a form containing the editable fields
4. The user fills/edits the information about the challenge
4.1. The user clicks on the Save button
4.2. The HUB saves the information
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Figure 15 - Use cases diagram: Challenge subsystem

Create challenge (depends on View challenges list and Edit challenge)
1. View challenges list
2. The user clicks on the Create Challenge button
3. Edit challenge

View sections list (depends on View challenge)
1. View challenge
2. The user clicks on the Sections tab
3. The HUB presents a list of sections, identified by name
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View section (depends on View sections list)
1. View sections list
2. The user clicks on the line corresponding to the desired section
3. The HUB presents the Section screen, with a preview of the section text

Edit section (depends on View section)
1. View section
2. The user clicks on the Edit button
3. The HUB presents the Edit screen, with a form containing the editable fields and WYSIWYG editor
4. The user fills/edits the fields and the section text in the WYSIWYG editor
5. The user clicks on the Save button
6. The HUB saves the information

Create section (depends on View sections list and Edit section)
1. View sections list
2. The user clicks on the Create Section button
3. Edit section

Delete section (depends on View section)
1. View section
2. The user clicks on the Delete button
3. The HUB deletes the selected section

View events list (depends on View challenge)
1. View challenge
2. The user clicks on the Events tab
3. The HUB presents a list of events, identified by name and date/time

View event (depends on View events list)
1. View events list
2. The user clicks on the line corresponding to the desired event
3. The HUB presents the Event screen, with all the information about the event
Edit event (depends on View event)
1. View event
2. The user clicks on the Edit button
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3. The HUB presents the Edit screen, with a form containing the editable fields of the event
4. The user fills/edits the fields
5. The user clicks on the Save button
6. The HUB saves the information

Create event (depends on View events list and Edit event)
1. View events list
2. The user clicks on the Create Event button
3. Edit event

Delete event (depends on View event)
1. View event
2. The user clicks on the Delete button
3. The HUB deletes the selected event

View gamification (depends on View challenge)
1. View challenge
2. The user clicks on the Gamification tab
3. The HUB presents gamification screen, that consists of a table of actions and gamification vectors. The
cells of the table contain the points won by the public user for a certain action in a certain vector

Edit gamification (depends on View gamification)
1. View gamification
2. The user fills/edits the table cells
3. The user clicks on the Save button
4. The HUB saves the information

View surveys list (depends on View challenge)
1. View challenge
2. The user clicks on the Surveys tab
3. The HUB presents a list of surveys, identified by name
View survey (depends on View surveys list)
1. View surveys list
2. The user clicks on the line corresponding to the desired survey
3. The HUB presents the Survey screen, with all the information about the survey
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Edit survey (depends on View survey)
1. View survey
2. The user clicks on the Edit button
3. The HUB presents the Edit screen, with a form containing the editable fields of the survey
4. The user fills/edits the fields
5. The user clicks on the Save button
6. The HUB saves the information

Create survey (depends on View surveys list and Edit survey)
1. View surveys list
2. The user clicks on the Create Survey button
3. Edit survey

Delete survey (depends on View survey)
1. View survey
2. The user clicks on the Delete button
3. The HUB deletes the selected survey

3.4.2.3

Participant management (overview)

The ensuing use cases assume the user has already logged in.

Figure 16 - Use cases diagram: Participants subsystem

View participants list
1. The user goes to the Participant Management area
2. The HUB presents a list of participants identified by name and email
3. The user can operate a set of filters in order to find his way through the list
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View participant details and log (depends on View participants list)
1. View participants list
2. The user clicks on the line corresponding to the desired participant
3. The HUB presents the participant screen containing the log all the information about the participant

3.4.2.4

Statistics

Figure 17 - Use cases diagram: Statistics subsystem

View participation statistics
1. The user goes to the Statistics area
2. The HUB presents a set of statistics about the overall participation, of which full details can be found on
report D2.2.

3.4.2.5

Participation management (comments)

Figure 18 - Use cases diagram: Participation subsystem
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View comments list
1. The user goes to the Participation area
2. The user clicks on the Comments tab
3. The HUB presents a list of comments identified by challenge, moderation status, participant and
date/time
4. The user can operate a set of filters in order to find his way through the list

Moderate comment (depends on View comments list)
1. View comments list
2. The user clicks on the desired comment from the list
3. The HUB presents the Comments screen, displaying the comment and other information about it
(date/time, participant, challenge, current moderation status)
4. The user clicks on the Approve button to approve the comment or on the decline button to decline it
5. The HUB saves the information

Moderate tip (depends on View tips list)
1. View tips list
2. The user clicks on the desired tip from the list
3. The HUB presents the tip screen, displaying the tip and other information about it (date/time,
participant, challenge, current moderation status)
4. The user clicks on the Approve button to approve the tip or on the decline button to decline it
5. The HUB saves the information
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Configuration

Figure 19 - Use cases diagram: Configuration subsystem

View sections list
1. The user goes to the DSP Properties area
2. The HUB displays a list of sections of the PUB About area

View section (depends on View sections list (Configuration))
1. View sections list (Configuration)
2. The user clicks on the desired section
3. The HUB presents the section screen, with a preview of the section text
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Edit section (depends on View section (Configuration))
1. View section (Configuration)
2. The user clicks on the Edit button
3. The HUB presents the Edit screen, with a form containing the editable fields and WYSIWYG editor
3.1. The user fills/edits the fields and the section text in the WYSIWYG editor
3.2. The user clicks on the Save button
3.3. The HUB saves the information

Create section (depends on View sections list (Configuration) and Edit section (Configuration))
1. View sections list (Configuration)
2. The user clicks on the Create Section button
3. Edit section (Configuration)

Delete section (depends on View section (Configuration))
1. View section (Configuration)
2. The user clicks on the Delete button
3. The HUB deletes the selected section

View configuration properties
1. The user goes to the DSP Properties area
2. The HUB displays a list of editable properties the PUB

Edit configuration properties (depends on View configuration properties)
1. View configuration properties
2. The user fills/edits the properties
3. The user clicks the Save button
4. The HUB saves the information

3.4.3 User interface
According to the requirement of a fully open-sourced distribution of the POWER Project developed software
(2.3.1), all of the backend functionality made available through the HUB must employ a modern, open and
well-proven web user interface, ideally offering standard look-and-feel front-end components for HTML, CSS,
and JS development. Among some features that are common to many deployment scenarios and are relevant
to the POWER architecture and design are:


User account management and logout buttons at a standard top right position on the screen.



Tabs for various types of content at top left.



Left column buttons/drawers that affect what happens on the central, main area (in this case,
visualization type and legend).
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Map/Model controls on the right that provide tools for map-like navigations.
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3.4.4 Interoperability and interdependency
3.4.4.1

Overview

This section describes the interactions between the three tiers of the DSP, their dependencies and how the
information is exchanged.
The HUB controls the DSP, in the sense that this is the place where most of information is produced, content
is managed, public participation is moderated, etc.
The PUB and MOB also produce information, mostly from collecting public participation tokens in its various
formats, from comments to checklists, survey replies, event participation and others. This information is less
varied and is processed in the HUB tier. The PUB and MOB interact with the public and follow the rules set
by the HUB tier.
3.4.4.2

The HUB and PUB

Interoperability between the HUB and PUB is crucial for the accomplishment of the requirements listed in
section 2.
The HUB and PUB share information using a common database. This is a very standard and reliable way of
providing a structured repository of dynamic information.
For static information such as documents, images or geographical information, a common file system is used,
in order to share these between the HUB and the PUB.
3.4.4.3

The MOB

Regarding the MOB, interaction with the HUB takes place through the PUB, thus reducing the complexity of
the HUB.
This implies that the PUB has an interface for the MOB to connect to. This interface consists of a mobile
adapted web interface, with the same functionality of the one directly used by the users on desktop devices.

3.4.5 Data Management
All the information is stored either in a database management system, or in a file system. These standard
methods bring reliability and adequate performance on reads and writes, which are very important to
accomplish the scalability and reliability design principles.
3.4.5.1

Static data

Static data such as documents, images, geographical files, telemetry data, etc. are stored in the file system
and managed by a Data Manager, discussed further below.
This allows for integrated access to analysis files, telemetry data, mapping files, etc. directly in the HUB.

3.4.5.2

Data Manager

This is a module included in the HUB in order to access and edit files in an integrated tool.
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Data Manager is a web file system, in the sense that it provides the user with the same features that are
usually seen in modern desktop operating systems: file creation, deletion, renaming, moving, copying, etc.
3.4.5.3

Dynamic data

Challenges, users, participants, participation data, etc. are very dynamic data, constantly changing. This
requires a structured way of organizing it and accessing it, that also allows for synchronization between the
different accesses (there are even different tiers accessing it simultaneously). This kind of data is stored in a
database management system.

3.4.6 User management
The User Manager module provides a structured way to manage the DSP HUB users, with operations like
creating, deactivating, granting or revoking permissions, etc.
This module also provides audit features, keeping track of all the user’s action inside the DSP HUB.
Since the HUB supports multiple user profiles, permission control is a key feature to make sure of appropriate
access to data and functionality. For instance, the different demonstrator cities content producers and
content reviewers should only have access to content pertaining to their respective cities. Project
coordination user profiles could conceivably be allowed to access content across all cities.

3.4.7 Statistics
This DSP HUB module is responsible for gathering relevant statistics about public participation. Extensibility
is a key requirement, in order to be able to inform project stakeholders on the most important dimensions,
at later stages of the project.

3.4.8 Participatory data management
The Participation Management module displays all the participation collected by the PUB DSP, in order to
inform those responsible by the city pilots and also the POWER project coordination.
Another important feature of this module is the moderation of the public users’ participation, where
necessary. Initially, only comments and tips are subject to moderation, therefore these are the only items of
this feature.
In the course of the project, more items may rise to be moderated, and this is included in this module.

3.4.9 Additional analytics modules
As planned in the project proposal and Partnership Agreement, a number of background modules to perform
analytics related to water systems are available to the project and may be invoked if necessary, namely in
the context of prototyping certain functions before committing to further (open-source) development. These
modules or apps4 are divided into groups by type of analytics or service provided and are described in
Appendix B.
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3.5 The PUB social platform
3.5.1 General functionality
The PUB website is the visible public face of each instance of the POWER DSP, complemented with a mobile
app (the MOB). The PUB has a portal-based architecture, allowing all users to register, participate and build
their own track record in the DSP.

User
Profiling

The DSP pub tier is a public outlet for all content that is published in each of the functional
areas. Interaction features are subject to registration actions through specific forms that
will help to establish user profiles for future analysis.

User
Interface

User interface is key to the DSP dissemination. Clean, easy and fast content browsing
promotes engagement from the full range of targeted users.

User
Experience

The DSP is designed to induce a specific behaviour in users that is conducive to content
engagement through:
- Content with added value
- Notifications engine, configurable to bring users into the DSP whenever convenient.
- Dynamic content, avoiding noticeable stagnation.
- Social dynamics that allow users to easily broadcast those interactions.

General
Features

General content, managed with backend tools.
KPI navigation
Inquiry and polls
Feedback collection tools
Integration with social networking
User notifications and reserved area

A similar approach has been developed for participa.pt, the national public participation portal that relates
to DSP platforms in challenges such as the range of user engagement challenges to overcome, mentioned in
section 3.3.1.5.

3.5.2 Use cases
This section describes the most important use cases of the DSP PUB, in order to give more detail on this tier
functionality. The users involved in these use cases are PUB users in general (the bottom up group). Some
of the use cases require that the user is logged in (as noted in each).
3.5.2.1

Challenge

View challenges list
1. The user goes to the Challenges area
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2. The PUB displays a list of the challenges

View challenge (depends on View challenges list)
1. View challenges list
2. The user clicks on the line corresponding to the desired challenge
3. The PUB displays the challenge screen with the challenge content sections, documents and events

Comment challenge (requires a logged-in user; user prompted otherwise) (depends on View challenge)
1. View challenge
2. The user writes a comment in the comment form and submits it for approval in the HUB
3. The PUB saves the information
4. The PUB shows feedback about the gamification points won by the user.

Respond to comment (requires a logged-in user; user prompted otherwise) (depends on Comment
challenge)
1. View challenge
2. The user chooses a comment/tip to respond to
3. The user writes a response in the form and submits it for approval in the HUB
4. The PUB saves the information
5. The PUB shows feedback about the gamification points won by the user

Attend event (requires a logged-in user; user prompted otherwise) (depends on View challenge)
1. View challenge
2. The user locates the desired event and clicks on the I am going checkbox
3. The PUB saves the information
4. The PUB shows feedback about the gamification points won by the user

Mark section as understood (requires a logged-in user; user prompted otherwise) (depends on View
challenge)
1. View challenge
2. The user locates the desired section and clicks on the Got it! button
3. The PUB saves the information
4. The PUB shows feedback about the gamification points won by the user

Download document (depends on View challenge)
1. View challenge
2. The user locates the desired document and clicks on the download button
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3. The PUB sends the document to the user
4. The PUB shows feedback about the gamification points won by the user

Follow challenge (requires a logged-in user, prompted otherwise) (depends on View challenge)
1. View challenge
2. The user clicks on the follow button
3. The PUB saves the information. From now on the PUB sends an email to the user every time the
challenge is updated
4. The PUB shows feedback about the gamification points won by the user

Share challenge (depends on View challenge)
1. View challenge
2. The user clicks on the share button
3. The PUB presents a box for the user to choose the share platform (Facebook®, Google®, Twitter®)
4. The user chooses the platform and performs the share according to the platform rules
5. The PUB shows feedback about the gamification points won by the user
3.5.2.2

Account

Login (requires a non-logged-in user)
1. The user goes to the Login/Register area
2. The PUB displays a screen with a login form (email and password) and a register form (email, password,
password confirmation, name, gender and age bracket)
3. The user fills the login form and submits it
4. If the email exists and the password matches the email
4.1. The login is valid and the user is authenticated
4.2. The HUB redirects the user to the Challenges screen
5. If the username does not exist or the password does not match the username, step 2.
Logout (requires a logged-in user; user is prompted otherwise)
1. The user clicks on the logout button
2. The PUB closes the user session

Update user information (requires a logged-in user; user is prompted otherwise)
1. The user goes to the Account area
2. The PUB displays a screen with a personal information form (email, password, password confirmation,
name)
3. The user fills/edits the fields and submits the form
4. The PUB saves the information
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Register (for a non-logged-in user) (depends on Update user information)
1. Update user information (on point 1, the user goes to the Login/Register area)
2. The PUB sends a confirmation email with a hyperlink to the user
3. The user follows the hyperlink
4. The PUB confirms the user as a new DSP PUB user

View gamified elements (requires a logged-in user; user is prompted otherwise)
1. The user goes to the Account area and consults the widgets that integrate with the HUB through
the gamification API, as described in the D3.3 Report on the Gamification Model.
2. The PUB shows a visualization of the user’s progress according to the dimensions stated in section
3.5.5, his/her impact and achieved badges as well as a visual comparison with the community’s
progress.
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Figure 20 – Water awareness blueprint
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About

View about area
1. The user goes to the About area
2. The PUB displays a screen with generic information about the DSP PUB
3.5.2.4

Statistics

View statistics area
1. The user goes to the Statistics area
2. The PUB displays a screen with statistics about the DSP PUB usage

3.5.2.5

Use case diagram

The following use case diagram provides an overview of the most important PUB use cases.

Figure 21 - PUB use cases diagram
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3.5.3 User interface
The study of user interface and user experience is developed with a set of criteria as follows:
1. Simplicity in the interface, with graphics of consistent significance in all navigation.
2. Few options for a first level of navigation, not confusing the user on the landing page of the DSP.
3. Dedicated content areas to each of the thematic areas of water, with specific data from the pilot
cases.
The study of the interface is significantly inspired in successful cases such as participa.pt, the national public
consultation portal in Portugal that managed to boost societal engagement. This has represented a major
upgrade in public consultation dynamics where poor activity had been reported for years previously.

3.5.4 Widget and gamification API
In order to ensure flexibility for the introduction into the DSP of third-party code, for example for gamification
elements to accommodate updates to the gamification model developed under WP3 (see Deliverable D3.3),
the development of an API is the solution, providing flexibility and normalized integration between the DSP
and external code development.
In the main areas of the PUB UI, specific sections will be made available for the introduction of widgets. These
will conceptually include the following locations:
1. “My Progress” page for logged-in users.
2. Home page, at the top of the page, for logged-in users.
3. Home page, at the bottom of the page, for all users.
4. On the side bar of each issue page for all users. Logged-in users see the gamification described in this
document, other users see an empty chart.
5. At any point throughout the content area of a challenge.
This implementation gives freedom to the users of the HUB (DSP admins) to provide potentially different
visualisation according to the needs of the community.

Figure 22: Architecture of the DSP including the API and connecting modules to the Visualisation Widgets.
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Besides redefining sections of the PUB user interface, the widgets have access to an API following an
architecture as per the schematic on Figure 22 and give access to a range of data elements such as basic user
data, global and challenge-specific points, and challenge data such as name or description. It also allows for
transactions of gamification points such as earning points based on third-party widget user interaction.
Third-party widgets of a more general nature include the ability to determine how a user may acquire points
by connecting to a third-party web application, for example a water-saving themed game/website, or a water
utility app interacting with a user’s individual water consumption.

3.5.5 Gamification and acquired knowledge visualization architecture
Gamification may be defined as the application of game-design elements and game principles to a non-game
context, with the purpose of stimulating or improving user engagement, user learning, crowdsourcing,
among others. In the case of the POWER DSP, it is deployed also for collecting information about the various
directions public users take when engaging through the PUB.
From a functional viewpoint, gamification features are built into the various engagement modes of the
PUB/MOB. The HUB is used by the content managers to set up a table of numeric values that associate
different vectors to certain actions.
Deliverable D3.3 should be referred to for a more in-depth description of the elements described here.
Dimensions
There are three dimensions: Personal, Social and Political. These dimensions contribute in the same measure
to the public user score. All dimensions are laid out into the same vectors.
Vectors
There are three vectors per dimension: Problem Awareness, Readiness for Action and Political. Each vector
contributes in the same measure to its dimension.
Actions
There is a set of possible actions for any challenge:


Confirm Read a section of an issue



Comment on an article



(Tip) Respond to the comment of an article



Share the issue on social media



Click on a Link



Like or dislike a comment or tip



Willingness to attend an event



Follow an issue



Take a Survey



Download a document

Each action assigns a given amount of points to the user, based on the challenge gamification table as set up
by the DSP’s content manager(s) for the specific case. This score is materialized in a radar chart5, a method
designed for displaying multivariate data. Variables should be the dimension vectors, grouped by dimension.
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Figure 23 - A conceptual table mapping actions to gamification vectors, for a given challenge.

Figure 24 - A conceptual radar chart showing a user’s gamification score on the HUB
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Figure 25 – Visualization of MOB widgets managed by the gamification API
The MOB view of the visualization widgets must follow the same features as in the PUB. An overall version
of the same chart must be displayed, taking into account all the users of the PUB DSP. This overall chart is
useful for comparison between the user and the community.

Figure 26 - A conceptual radar chart showing the community gamification score on the HUB.
In accordance with the user score, a badge reflecting achievements is assigned, e.g.: beginner, intermediate
and advanced flood warden/water guardian, depending on the focus area of the challenges and of the
specific DSP Water Community. Such badges are public and are to be a permanent feature next to the user
name as it is displayed on comments and tips.
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3.6 The MOB mobile app
3.6.1 General functionality
The MOB mobile app operates as a satellite interface to the PUB social platform. A study of the features in
the PUB tier that are to be retained for the mobile interface, with a special focus on integration with other
mobile applications related to social networks, in a key element in the development strategy.
The MOB app brings along specific features related to services based on location available on mobile devices,
creating operating opportunities such as:


Geographic feedback context, including statistical analysis



Collect geo-referenced content to a location close to the user

As stated before, social interactions at a mobile level take advantage of the app ecosystem that every
smartphone contains. Content sharing for inbound or outbound is seamlessly integrated into the MOB app.

3.6.2 User interface
As a mobile application that reflects its browser-based counterpart and is fully compliant with it, this interface
is adapted from the PUB tier interface. The inspiration for this interface study is grounded, among others, on
successful previously developed apps by POWER consortium partners, such as e.g. the ERSAR (Portuguese
national water regulator) mobile app, designated as a relevant case study by OECD in a recent ‘Stakeholder
Engagement for Inclusive Water Governance’ report2, or the Participa.pt mobile application. It is, on the other
hand, greatly benefitted by the elicitation of socio-technical requirements through literature surveys and
user workshops promoted by the project (further described in deliverable D6.2)

3.7 Authentication and security
To fulfil the security design principle stated in section 3.2, it must be ensured that all communication between
the user’s devices and the DSP servers is private and authenticated.
It is also necessary to guarantee that users are authenticated any time they access private information and
that each user has the access rights needed to read/write the information they access.
As the DSP has a client-server web architecture, standards are used to provide authentication and privacy of
communication.

Web sessions maintained with cookies
This is the standard way to maintain a session through HTTP communication and requires that the user device
is capable of maintaining session cookies6. These cookies are verified on the server for each request issued
by the client. Adding an authentication form, this provides user authentication when necessary
Communication encryption and authentication through SSL7
A widely used standard for communication through HTTP that provides encryption and authentication of the
web server based on a server certificate. This allows for the user to be sure that the communication is secure,
private and authentic.

2

(http://www.oecd.org/environment/stakeholder-engagement-for-inclusive-water-governance-9789264231122-en.htm)
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The three tiers use these standards in different ways.

DSP HUB
All accesses to the DSP HUB are protected by a login form (email and password). This guarantees that no
unauthorized person is able to read or write onto this layer.
For authorized users (i.e., logged-in users), the user management system applies, enforcing user groups and
permissions that rule feature and data access.
As the HUB is accessed through a modern web browser, session cookies and SSL are a requirement for user
devices and should not present any difficulties.

DSP PUB
Some of the areas of the DSP PUB are private, such as the Account page or the comment form. This is achieved
by a login form (email and password), authenticates the user.
As for the HUB, PUB is accessed through a web browser, which allows for the user of SSL and session cookies.

DSP MOB
The DSP MOB is slightly different from the PUB, as the user device must access it through a mobile app. In
terms of user authentication, the same principle applies: a login form is displayed inside the app, for the user
to submit. In terms of server authentication and communication privacy, the mobile application must be
capable of maintaining session cookies and SSL communication. The mobile application itself is to be
authenticated, digitally signed and distributed only by official application stores.
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Implementation

4.1 Overview
This section gives an overview of the implementation options to be adopted for the various components of
the DSP software. Some of the implementation choices are influenced by previously existing successful
projects such as the Participa and ERSAR app software alluded to in section 3.3.1.5. The Participa system, in
particular, as a three-tier client-server web application, strongly influences the software developed here,
particularly its technology foundations and implementation choices as described in the next sections.

4.2 Software foundations
4.2.1 Introduction
In order to implement the DSP fulfilling requirements listed in section 2 and complying with the architecture
defined in section 3, appropriate technologies must be carefully selected.
According to the defined architecture, we have a three-tier client-server system that produces a web (HTML,
CSS, JavaScript, etc.) user interface (presentation layer), stores data on a file system and a database
management system (data layer), and has an as yet undefined, in terms of technology, business layer,
supported by a web and application server.
The same architecture requires that a load-balancing feature is installed, in order to fulfil the scalability
design principle.
There must be also a set of two mobile applications (Android and iOS), that must be able to be clients of a
mobile adapted web user interface.
On top of all, there is the requirement that all the technologies, used to implement the core functionalities
and modules of the DSP, are open-source.
Server
Starting by the operating system, the DSP is deployed in a Linux8 server; either a Debian9 or Debian-based
distribution is used, in order to benefit from a stable and easy to use package manager, for installing and
updating software packages.
Linux is very well known for its security features and its stability and reliability, which are key design principles
listed in section 3.2.
The server must also have a load balance proxy installed, that allows for route requests to the presentation
and business layers. This creates a level of abstraction below which application servers can be replicated in a
transparent way to the outside.
Data layer
The data layer is composed of two kinds of software:


Database management system: Which, given the functional requirements of the DSP (store user
data, user actions, web content, etc.) must be a relational database management system (RDBMS)10
that implements the widely used SQL language11. There are many open-source RDBMS, and MySQL,
or PostgreSQL are examples of reliable and performant ones, that are also widely used.



File system: Since development starts from a minimal configuration as stated in section 3.2.3.1, it is
able to rely on the operating system (Linux) file system.

Business layer
The business layer is assured by a web and application server, on which the developed code is deployed.
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For this layer, it is very important that the technologies and languages chosen are reliable and of good
performance, in order to fulfil the design principles defined for the system architecture. Security design
principle is also of great importance.
The development process must also benefit from a well chosen technology, that impacts on development
time and the quality of the outcome.
To implement the interaction between this layer and the Data layer, it is advisable to use a persistence
framework. This framework must be able to make a bridge between the database and this layer. It is also
important that the persistence framework does not limit the choice of the database management system.
Presentation layer
This layer must be implemented with the usual web technologies, meaning a client user interface mainly
implemented in HTML12 and the commonly associated technologies (CSS, JavaScript, etc.)
The server side that controls this layer, must be able to dynamically generate HTML code. This is a feature to
be taken into account when choosing the business layer’s technology framework.
HUB and PUB homogeneity
Both the HUB and the PUB have three-tier client-server architectures. Therefore, the technological
framework must be the same, preserving, of course, the ability to include different libraries and choices of
implementation where needed.

4.2.2 Technologies
Materializing the implementation design introduced before, the same structure is followed here to list the
various technology choices.
Server
The chosen operating system (OS) is the Linux distribution Ubuntu13, version 16.04 LTS. It is a widely used OS
and has a strong and dynamic community14.
The load balance proxy installed in the server is NGINX15, a performance-driven HTTP server and reverse
proxy.
Data layer
The chosen database management system is PostgreSQL v916, which is an open-source reliable and highperformant database system.
Business layer
The technological framework chosen for the business layer development is Java, an open technology with
open-source implementations17. This is a full featured and comprehensive solution that is ideal for
developing a server side business layer.
The selected application and web server is Resin GPL18 version 4.0, which is an open-source Java and Java EE
server.
To handle the interaction between this layer and the Data layer, the framework of choice is Apache
Cayenne19, which is a stable and reliable persistence framework that allows to map database entities to Java
objects, and to interact with different database management systems.
Presentation layer
The dynamic server-side web page generation engine is JSP (Java Server Pages), provided by the Java
framework and the servlet container inside the Resin application server.
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4.2.3 Open-source
It is a requirement that the software developed to implement the Power DSP is open-source, including all
the software libraries used. The source code is to be released through a public platform3, allowing for the
forking of this project out into new projects as the need and demand arises. Since this is a software project,
the platform must also include a software version control system (VCS).
The current state-of-the-art version control system is Git20, an open-source, distributed system that allows
multiple users to contribute to the same project, keeping track of version history. GitHUB21 is one of the most
used Git online servers and a state-of-the-art repository hosting service for open-source software
development. GitHUB provides free and publicly available Git repositories. This makes it an ideal candidate
to host the Git repository containing the Power DSP’s open-source code.
The project’s GitHUB repositories, one for each of the main components (HUB, PUB, MOB) are available in
their entirety at the following URL:
https://github.com/power-baseform
Beyond the developed software, there is also the need to produce a proof of concept, in order to ensure that
all of the DSP software, including the deployment environment, is fully open-source, to maintain extensibility,
community contribution possibility and also to avoid unnecessary software licensing costs.
Appendix A contains an overview of the open-source repositories’ key information.

4.2.4 Software licenses
There is a large diversity of components for the Power DSP; they are arranged below in four groups for the
purpose of outlining each group’s applicable software licenses.
Software developed for the POWER Project
The software developed specifically for the POWER project is open-source and is released under the GNU
General Public License 3 (https://www.gnu.org/licenses/gpl-3.0.en.html). This license is widely used in opensource software projects and forces the creators of the software to publish the source code. It also allows
anyone that wants, to copy and change the software in any way they want, as long as they keep the same
license throughout the various versions.
Third party libraries
All the third party libraries used in the development of the Power DSP are open-source, in order to maintain
the original requirement of developing a system that is reusable and changeable by any person.
Additional analytics: Baseform Modules
The Baseform modules included in the project’s plan for the original DSP HUB are meant to represent an
additional portfolio of urban water system analytics, providing helpful specialized tools for content producers
and other HUB administrators. Their usage is optional and not mandatory in fulfilling the requirements of the
DSP HUB, as set out in this report.4 These modules are not open-source and have a proprietary license. More
information can be found at https://baseform.com/.

3 [Note to

M36 review of this report] At the date of publication of this review of the report, this public release has already taken place
on M34.
4 [Note to M36 review of this report] This functionality is included in compliance with the proposal and the project’s Partnership
Agreement. It is only accessible through the original version of the HUB; the open-source version of the HUB, which is already
available to the public and is the main DSP editing and management back-office, does not access or depend on this functionality.
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Deployment environment

As stated in section 4.2.3, not only it is necessary that the DSP is open-source, but also that it is deployable
in an open-source environment, ensuring that it does not depend from third-party proprietary components.
This makes it necessary to have open-source licenses in the following deployment environment components:


Operating system: Ubuntu Server - https://www.ubuntu.com/about/about-ubuntu/licensing



Database management system: PostgreSQL - https://www.postgresql.org/about/licence/



Web and application server: Caucho Resin Open-source - GPL3 (https://www.gnu.org/licenses/gpl3.0.en.html)



Load balancing proxy server: NGINX - BSD-like (http://nginx.org/LICENSE)
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4.3 The HUB backend
4.3.1 Overview
The DSP HUB consists of a content management system for the PUB and MOB front-ends, and a usage and
participation visualizer and analyser.
For both these goals, it is important to ensure that certain precautions are taken during the implementation,
in order to fulfil the requirements. These implementation details are described in the next sections.

4.3.2 Content Management System (CMS)
The content management system (CMS) is one of the most important modules in the DSP HUB, as it manages
the public contents presented by the HUB and the MOB.
As stated before, these contents have important dynamics and engagement requirements, which implies a
strong and reliable CMS to be used by the content producers and reviewers of the demonstrator cities.
This CMS allows for the HUB users to create and edit sections for the DSP’s content units, the challenges,
with HTML and multimedia content to be displayed in the challenge page of the PUB and the MOB DSP.
The HTML editor is a WYSIWYG22 editor, as it is the simpler way of editing and formatting web content. The
solution selected is the TinyMCE rich-text editor5, released as open-source software under the LGPL license.
It also features an HTML source code editor, in order to enable the content producers to include multimedia
content, such as videos, inside of the sections content. The editor also features an image uploader in order
to provide native support for customized images inside the web content of the challenge sections.

4.3.3 User interface
All of the backend functionality made available through the HUB employs a modern, open and well-proven
web user interface, Bootstrap6, one of the most popular front-end frameworks and open source projects
available. It provides a standard front-end component library for developing with HTML, CSS, and JS. It
contains guidelines, rules and places for actions or visualizations to take place in web applications, providing
a simple, predictable and powerful look and feel. Key features that respond to the POWER architecture and
design requirement include:


User account management and logout buttons at a standard top right position on the screen.



Tabbed organization for different kinds of content on the top left of the screen.



Left drawers that affect what happens in the centre (in this case, visualization type and legend).



Map/Model controls on the right that provide tools for map-like navigations.



Easy connectivity to web services.



A rich range of useful features for the HUB implementation including charting and maps.

Bootstrap is released under the MIT license and is copyright 2018 Twitter.
The Bootstrap admin template selected for implementation was the Gentelella Admin7, which uses the
default Bootstrap 3 styles along with a variety of jQuery plugins and tools to create a full-featured and
appropriate framework for creating admin panels or back-end dashboards.
5

https://www.tiny.cloud
https://getbootstrap.com
7 https://github.com/puikinsh/gentelella
6
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Figure 27 – A sample screenshot of the Bootstrap admin selected, Gentelella.

4.3.4 Statistics
A module where public participation is represented through statistics, by demonstrator city, challenge and
segmentation. From a technological point of view, these user fields can be extended at any time, in order to
gain statistical potential, and implies a requirement for implementation: extensibility, in order to be able to
add more segments without great implementation effort.
Statistics must be visualized as tables and charts (pie charts or any other that are suitable for the variable to
show). This requires an easy to use and software library for web charts, in order to maintain extensibility.

4.3.5 Gamification and acquired knowledge gauging
Gamification is a system of user points on different dimensions and vectors, which are given to the public
users for the actions they perform (in other words, gamification rewards public participation), as mentioned
above in 3.5.5. This system requires three components detailed below.
Challenge table
A table for each challenge, that associates public actions on the challenge to vectors of participation. This
association materialize on amounts of points that reward the user for his actions. This table must be edited
in the HUB DSP.
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It is important to refer that the list of actions grows and shrinks with the contents of the challenge. A new
document means a new action, for example.
Action tracking and point accounting
This is implemented in the PUB DSP and consists of tracking the user actions and accounting for the points
accumulated by the actions performed, in observation of the gamification table.
Visualization
Both in the HUB and the PUB, the gamification result of any user must be always available with visualization
widgets powered by the above mentioned API.
It is also necessary to produce an overall visualization of the public participation scores (community
blueprint), to which all the users’ scores contribute. This overall aggregation must be implemented by an
average of all the users’ scores.

4.3.6 GIS capabilities
In order to be able to show a map in the PUB and MOB challenge pages, it is necessary that the HUB associates
a URL field to the challenge. This field is meant to store a URL for a web map that should be integrated in the
challenge page by the PUB and the MOB. This URL can point to any web mapping system, such as Geoexplorer
from the Boundless GIS Suite (http://workshops.boundlessgeo.com/suiteintro/geoexplorer/).
Alternatively, and for the duration of the project, Baseform’s web mapping solution is also optionally
available, in order to provide an all-in-one solution for this problem. The Maps tool enables the user to
compose a web map with a base layer (typically cartography, or satellite imagery from a third party provider)
and a set of layers that come from previously uploaded shapefiles23. After composing the map, the user
copies the provided public URL to the challenge field, and the map should be automatically integrated in the
challenge page by the PUB and the MOB.
The URL points to a public page containing the web map, implemented with the popular JavaScript library
Openlayers (https://openlayers.org/).

4.4 The PUB social platform
4.4.1 Overview
Being exposed to the public users, the PUB is the where all the contents are displayed, participation is
collected and is also an interface with the DSP MOB. This section details the implementation of its two sides,
the website and the interaction with the MOB.
The gamification features, a system of user scores for participation engagement, is also detailed in terms of
implementation, from HUB customization to API integration.

4.4.2 Website
The DSP PUB consists of a website designed for two main goals:


Displaying content produced by the city pilots



Collecting participatory data generated by the public users.

These are the two main goals, and the implementation process must be guided to ensure their achievement.
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Far from being a very complex website, the PUB DSP is meant for the general public, which means that the
target audience is difficult to predict. Thus, it is critical to perform functional testing on the different web
browsers and operating systems, in order to minimize any differences between them and any erroneous
behaviour.

4.4.2.1

Content display

As mentioned before throughout the report, the content displayed by the DSP PUB is divided into topics
designated as ‘challenges’, which are dynamically changed in the DSP HUB. These challenges may be
subdivided into sections, which correspond to thematic break-down elements of the content. These sections
consist of HTML content that may contain text, image or multimedia content such as videos or other widgets.
Beyond the sections content, there can be other portions of the challenge to serve documents to download,
events, a map and statistics about the challenge (visualizations count, comments count, etc.).
Content must appear the same for every user, and actions must be taken in order to ensure compatibility
with the most spread browsers and operating systems.

4.4.2.2

Participation collection

The public users are encouraged to participate by performing certain actions on the challenges. With the
exception of sharing on social networks, all these actions require that the user is logged in. The main
participation actions are:


Sharing a challenge in a social network



Following a challenge: the PUB sends emails about updates on the challenges followed by the users



Commenting a challenge and/or taking part in discussions



Giving a tip on a challenge



Marking a challenge section as understood



Answering a survey

It is very important that these actions are easy to perform, in order not to have any obstacles in collection
participation.

4.4.3 Gamification and acquired knowledge visualization
As explained in sections 4.3.5 and 3.5.5, gamification is centered around a system of user points on different
dimensions and vectors, which are given to the public users for the actions they perform (in other words,
gamification rewards public participation). This system requires three components detailed below.
4.4.3.1

Challenge table

This is implemented in the HUB and was detailed in section 4.3.5.
4.4.3.2

Action tracking and point accounting

Every user action, from the moment of login, should be tracked, resorting to a database table with the
following columns:
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Action: An identifier of the performed action



Challenge: An identifier of the challenge, or null if the action has no challenge associated



Target: An identifier of the target (document, event, etc.), or null if the action has no target
associated



User: An identifier of the public user



City pilot: An identifier of the city pilot

This table enables the DSP to have information with great detail on the public participation.
To account for user scores, the PUB must, for every action performed by the public user on a challenge, verify
the challenge gamification table to decide if the action has points associated and, if so, to what vectors should
the points be added.
Point accounting must be done taking into account that a user should not be rewarded more than one time
for the same action (action tracking table should be checked every time).
4.4.3.3

Visualization

Implementation of visualization was detailed in section 4.3.5 and is present in the account page of the DSP
PUB and MOB.
An overall visualization of the gamification scores for the city pilot must also be visible in the challenges list.

4.4.4 Interaction with MOB
As detailed in the architecture, the MOB is a client for a mobile-adapted web user interface provided by the
PUB. Generally, this user interface must allow for the same actions as the desktop version, but adapt them
for mobile purposes, namely as regards efficient adaptation for handheld use in smaller screens.
The differences to the desktop interface include also some functionality:


When commenting a challenge, the user has the option to attach an image, such as a photograph
taken ‘on the spot’ of the subject of comment, or an image from a collection.



Usage statistics display is not planned for the mobile-adapted user interface.

The same principles applied to the website are enforced here: the mobile-adapted HTML seeks full
compatibility with the most common mobile systems, in order to ensure that content display is as
homogenous as possible for every system, and that any difficulties in participation by the users are
minimized.
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4.5 The MOB mobile app
4.5.1 Overview
Implementation of the MOB tier is achieved by creating two mobile applications, for Android and for iOS, in
order to cover a good part of the mobile users. The most updated versions of either operating system are
addressed at any moment during the project, after the initial publication in M22. At the date of publication
of the M36 review of this report, the mobile apps have been cleared in their respective app stores to comply
with iOS versions 11 and above, and with Android versions 5 and above.
As defined by the architecture in section 3 and explained in terms of implementation in section 4.4.4, the
MOB is provided with a user interface by the PUB. This way, the mobile applications consist of wrappers for
this user interface, creating homogeneity between the two operating systems.
The following two sections describe the details of implementation of the mobile applications for the two
operating systems.

4.5.2 Android and iOS: differences and similarities
There are multiple instances and features where the iOS and Android meet – although they do not share the
same development technology, they do use components that have the same features. One of them is the
embedded webview, which allows the program to render webpages that are served locally or remotely.
This also includes the ability to also run JavaScript and communicate between the native application and the
webpage. This brings the developer to an environment with more loose constraints, with easier concepts,
well specified behaviours according to W3C. Typically these norms are more friendly to any developer or
designer.
Among the chief differences, iOS has a more coherent environment for mobile applications development,
given that the list of possible devices, screen sizes and device capacities is much more contained.
By creating a single webpage with carefully crafted styling (CSS) to the device screen dimensions and scripting
interaction (JavaScript), the usage of a webview on both systems allows for the creation of an application
that runs almost exactly like a natively developed application, with the advantage of being able to generate
unique and detailed user interfaces, easier to refactor, highly interactive with a lower maintenance and
update cost.

4.5.3 Android version
Android devices come in a various sizes, capacities and versions. This brings a great deal of complexity to the
development of Android mobile applications.
The usage of an HTML user interface should mitigate part of this negative effect of the great plurality of the
Android operating system.
To implement the user interface elements that are outside the web user interface provided by the PUB tier,
the same problem of device variety must be addressed. In order to mitigate it, an Android framework should
be used. This framework must be capable of designing and adapting the user interface to the various screen
sizes and resolutions.
To further address the challenge of device variety, the implementation of this mobile application must adopt
a framework that minimizes the development of native Android features. Instead, this framework must allow
for the implementation features like HTML rendering, file uploads, session maintenance, among others.
Finally, the language chosen for development of this mobile application is Java, because of the variety of
tools available to help with the development. It also has the advantage of being a language with which the
development team is familiar.
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4.5.4 iOS version
The iOS platform features a coherent and feature rich environment for mobile applications development,
with a well known, confined list of devices, dimensions and features. Compared to Android, it has been at
the forefront of the smartphone revolution and spearheaded many key features and trends; it is also a closed
and limited environment, exclusively managed by Apple.
The development of applications for iOS can be achieved through two main technologies, Objective-C24 or
Swift25, both of them compiling to a native application for all the used CPU architectures.
iOS provides a set of libraries to facilitate the development of any application, which are both a valuable asset
for any developer, and a hurdle if the application needs to be migrated to any other platform. Although
Objective-C is an extension to the C language and allows for the usage of the common libraries found on
Linux, Android, Mac and Windows, most of the iOS libraries are only available on its mobile platform, and
occasionally on the Mac system, with similar functionalities.
Native applications developed for iOS can be fully crafted using the UI components made available by the OS
using code and Interface Builder26, but require a comparatively long period of development.
An alternative is developing a native application for iOS with a Webview serving a webpage, which is a
preferable solution to facilitate the development of mobile applications, enhancing the capabilities of
adapting to changes and explore new venues that would be out of reach due to heavy temporal cost of native
development. And since it is still possible to access to native functionalities (camera, file upload, network and
GPS services) via the webview JavaScript bridge, the application is not limited by the chosen technology.
4.5.4.1

Application evaluation

An important aspect to take in consideration while developing for iOS is the application evaluation process
by Apple. The Apple store features a review process that analyses the app before being released and it is
particularly demanding on issues related to design, security or usability.
Any failure while rendering the UI, access to undisclosed endpoints or unresponsive application, will cause
the application to be rejected. With a Webview type application that runs exclusively on the iPhone and on
portrait orientation, the UI rendering should not raise any evaluation challenges, since it is quite
straightforward – all iPhones have well defined dimensions.
Security should not rise evaluation challenges, as it is only used public webpages and public endpoints from
the DSP servers that run over HTTPS, ensuring the privacy and security of the users contents.
An unresponsive application is the most problematic challenge. Despite being single threaded, JavaScript has
asynchronous operations that may cause errors and leave the app in an unknown state and unresponsive,
which in a completely native application would be resolved with thread safety tools available in ObjectiveC/Swift. This kind of risks must be addressed preventively from development in the Webview environment.
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Software development methodology

5.1 Agile
As the software component of the POWER project, the DSP is developed as a standard software project. This
means adopting a development methodology, and in the case of this project, the Agile methodology fits
perfectly. There are several reasons for the choice of Agile:


To be able to continuously improve the software



To minimize the impact of changes in requirements



To make the best of all project partners contributions



To be able to make incremental developments instead of waiting for the release of the all software



To have small and focused teams, that are usually more efficient.

The multitude of partners with different contributions for the development of the DSP entails the need for
48a flexible methodology. There is also the need to rapidly respond to change, in order to implement
improvements, specially because one of the main goals of the DSP is to create engagement in the public,
which is greatly dependent on understanding and acting upon public feedback.
Incremental developments releases are already defined in the project schedule, and are indeed the best way
to manage the release of this software project, as it allows for the project partners that do not participate
directly in the development, to contribute by testing and evaluating the fulfilment of requirements.

5.1.1 Continuous improvement through the issue feedback platform
One of the goals of the Agile method for software development is continuous improvement27, essentially an
iterative process for implementing improvements as the ideas that originate them arise, instead of gathering
them all and implementing all at once.
This process benefits from a platform where project partners submit their improvement ideas for discussion,
with several advantages for the continuous improvement process:


Keeping track of all suggestions and ideas in a centralized and organized fashion



Expose the ideas to the group through a discussion forum



Avoiding duplication of suggestions



Immediate feedback on suggestions



May also be applied to correctional requests (bug tracking)

Issue tracking systems fulfil the above requirement. There are various solutions available – two notable
examples are:


Youtrack: A state-of-the-art challenge tracker with many features from bug tracking to new
developments support. It is has a proprietary license, but it is free for open-source projects
(https://www.jetbrains.com/youtrack/).



Bugzilla: An open-source challenge tracker suitable for most projects, with very widespread usage
(https://www.bugzilla.org/).

In line with the options taken for the POWER Project, the Bugzilla issue tracker has been selected, as it is
released under an open-source license and fits the requirements of most software development projects.
The project’s Bugzilla URL is at: https://bugzilla.baseform.com/
Page 73 of 90

D2.1 General architecture, functionalities and analysis report

30.11.2018

POWER
687809

5.2 Release schedule
This section describes the release schedule for the DSP software. The most important dates are the release
dates, which correspond to the report deliverables due dates (D2.2 to D2.4). These release dates are also the
moments when the project partners that are not directly involved in the software development have access
to the developments made.
In between these scheduled release dates, there can be other moments when there are intermediate
releases. The latter arise from the continuous improvement process described in section 5.1.1, and bring
flexibility and agility to the development and feedback gathering processes.

Code

Name

Milestone

M2.1

Draft report on General Architecture and Functionalities - circulation and review

3

Deliverable

D2.1

D2.1 DSP General architecture, functionalities and analysis report

6

Milestone

M2.2

DSP prototype review and discussion

6

Deliverable

D2.2

D2.2 HUB software, Beta release

12

Deliverable

D2.3

D2.3 PUB software, Beta release

15

Milestone

M2.3

Testing of the HUB Tier with stakeholders, city pilots and project partners

15

Deliverable

D2.4

D2.4 MOB software, Beta release

17

Milestone

M2.5

Testing of the PUB Tier with stakeholders, city pilots and project partners

17

Milestone

M2.7

Testing of the MOB Tier with stakeholders, city pilots and project partners

17

Milestone

M2.9

Training on the use of the POWER DSP

17

Milestone

M2.4

HUB Go-Live stage

18

Additional milestone

Requirement change: software to be released in open-source

18

Additional milestone

Creation of a POWER project GitHUB repository

18

Additional milestone

PUB and MOB initial publication on GitHUB

18

PUB Go-Live stage

20

Additional milestone

Complete redesign of the PUB interface

21

Additional milestone

Introduction of reply-to features in PUB commenting environment

21

Additional milestone

Creation of a "Best Practice" repository based on the PUB

21

Additional milestone

Creation of the "POWER City" PUB Demonstration instance

21

MOB Go-Live stage

22

Additional milestone

Open-source HUB beta testing (project internal)

32

Additional milestone

Open-source HUB project partner training

Additional milestone

Open-source HUB initial publication on GitHUB

33

Additional milestone

Complete, production versions of PUB/MOB/HUB on GitHUB

34

Milestone

Milestone

M2.6

M2.8

Month

32, 34

Re-submitted Deliverable

D2.1

D2.1 DSP General architecture, functionalities and analysis report

36

Deliverable

D2.5

D2.5 Report on the piloting of the DSP POWER model

48

Final versions of PUB/MOB/HUB on GitHUB

48

Training on use of DSP

48

Additional milestone
Milestone

M2.10

Table 2 Release schedule
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Concluding remarks

This report is the main deliverable of Task 2.1 Architecture and analysis for DSP (M1-M6), the initial task of
Work Package 2: DSP set-up and start-up (M1-M48). The purpose of this task was to survey the main
requirements and design objectives of the Digital Social Platform and to lay out the architecture and
functionalities of its main software components, which was duly carried out in full. The DSP software
comprises a back-end content management platform (termed the HUB), a template for the public-facing
website software that materializes the DSP to the outside world (the PUB) and its accompanying mobile app
(the MOB).
Aided by an iterative internal process of consultation with the project partners and in particular the key
demonstrator cities, a review of functional, technical and data requirements was carried out as the basis for
development. This was informed by the socio-technical requirements analysis from WP3 and included an
appraisal of previous projects of significant value, external platforms (analytics, social) and the existing state
of the art (in combination with other work packages in the project). On these foundations, the design
principles, architecture, components, functional relationships, dependencies, hardware deployment
scenarios, data models and basis for multi-lingual support were established and developed. These were
further dissected for the specific architecture and options of the HUB, PUB and MOB components, including
a full set of use cases, developed and documented as a basis for design and implementation, user interfaces
and the gamification features which constitute an important feature of the DSP.
A full implementation strategy was produced, including software foundations, addressing technologies
selected and open-source and software licensing challenges, for the specific implementation contexts of the
HUB, PUB and MOB components. Finally, the software development methodologies selected for the project
were planned, including in particular the methods reflected in the Agile paradigm, setting forth a
development and release schedule fully compliant with the project projected overall program of actions.
The report provides a high-level overview of functional, technical and data requirements; a detailed
description of the architecture and design of the software, including design principles, components,
functional relationships, dependencies, hardware deployment scenarios, data model external platforms and
multi-lingual support. Details are given of the specific architecture and options of the HUB, PUB and MOB
components, including use case analysis, user interface and gamification features.
The report also details implementation options, including software foundations, technologies selected, opensource and software licences; and software development methodologies planned for the project, including
in particular the methods reflected in the Agile paradigm.
The report has been revised from its original versions (M18 and M21) to reflect the open-source
implementation effort as determined by the M18 Project Review and the October 2017 Consolidated Report
Remote Review. A review of the most important implications is included in Section 1.3.
At date of publication, all of the project’s software is available as open-source software
(www.github.com/power-baseform) under the GNU General Public License 3 and is in full-blown use by the
project partners, including all Key Demonstrator Cities.
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Αppendix A. Open Source repositories – key information
Below and in the following pages are sample printouts of the main screen and the repositories’ lists in the
Power Water Communities DSP open source software at https://github.com/power-baseform

Overview

Repositories 3

Stars 0

Followers 3

Following 0

Pinned repositories

Customize your pinned repositories

DSP- MOB

Power Water
Communities DSP
software
power- baseform

DSP- HUB

The POWER DSPʼs MOB mobile app, for use in tablets
and smartphones running the iOS or Android operating

The POWER DSPʼs HUB is the content management
back- end software, enabling DSP owners/editors to

systems. It complements and mirrors in mobile devices

create a DSP and manage its content and users,

the browser- based front end of the DSP.

reflected in the public- facing (browser based) PUB and…

Objective- C

3

CSS

DSP- PUB
The PUB is the blueprint for the front end of the DSP – a
public- facing website featuring all the necessary

Digital Social Platform by the
H2020 POWER project, including
full OS repositories for its content
management, website and mobile

functionality for dissemination of information and the
engagement with active participants.
JavaScript

app software.
Edit bio

24 contributions in the last year
Nov Dec

Jan

Feb

Contribution settings
Mar

Apr

May

Jun

Jul

Aug

Sep

Oct

Nov

https://www.power- h2020.eu
Mon
Wed
Fri

Learn how we count contributions.

Less

Jump to

Contribution activity

More

2018

November 20 18
2017

Created 10 commits in 3 repositories
power- baseform/DSP- HUB 4 commits
power- baseform/DSP- PUB 3 commits
power- baseform/DSP- MOB 3 commits

Show more act ivit y

Seeing something unexpected? Take a look at the GitHub profile guide.
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Αppendix B. Background analytics modules
6.1 Overview
As mentioned in 3.3.1 and 3.3.1.3, and as planned in the project proposal and Partnership Agreement, a
number of Baseform background modules to perform analytics related to water systems are available to the
project and may be invoked if necessary, namely in the context of prototyping certain functions before
committing to further (open-source) development.

Figure 28 – Baseform analytics modules component diagram (see 3.3.5 and Appendix B)

There are four groups of modules available to the HUB, each with four modules, in a total of 16 modules. The
following sections describe the functionality and overall architecture of these modules in terms of
interactions among themselves. Component diagrams are provided, in order to help to understand their
dependencies and interactivity.

6.2 Monitoring
Events
Detects deviations to normal network behaviour that may translate leaks, pipe breaks, unusual demand or a
variety of network challenges.


Active, fast detection of leaks, bursts and other network events, as well as metering and
communications malfunctions.



Reduced response times to field events.



Reliable, automated estimation of volumes lost.



Streamlined workflow for operational events.



Operational feedback validates flow data, work orders.
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Meters

Sensor-based monitoring drives system usage analytics, learning and predicting demand patterns & trends,
and consumer behaviour.


Dynamic, predictive demand patterns.



Advanced flow analysis of trends, behaviours, consumers, network.



Individual meter validation and reliability analysis.



A monitoring-based, direct depiction of network behaviour.



Integrated feed of demand patterns and data to simulation models.

Zones
Interactive map-based environment to precisely calculate zone totals and statistics, as well as a range of key
NRW and efficiency indicators.


Automated zone-based kPI, incl. ILI, real losses, flow and context.



GIS-driven overlay with available data layers [e.g., demographics, buildings).



Time tracking of zone and system evolution.



Repeatable, direct support to system prioritization.

Water Balance
Library-based, IWA-compliant water audit standard framework for rigorous, automated diagnosis, NRW
reduction and asset management.


Systematic calculation of water balance for system and zones.



Automated, consistent estimates for supplied and lost volumes and for NRW and water losses kPI.



Fully configurable libraries for any combination of audit items.



May be automatically fed from billing/CRM, network monitoring & other sources.

6.3 Diagnosing
Network Modeling
Efficient, Java-implemented Epanet simulation engine for full-range hydraulic and water quality simulation,
with 3D visualization and Google Earth integration.


Full-range hydraulic simulation available in an internet browser, using Epanet .inp files



Native inclusion of the MSX advanced water quality simulation library



Powerful result visualization helps bridge gap to non-expert users



Full Excel® export/import of model data and results



Integrates results from all other network-related apps (eg., failure analysis, geo analysis)
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Technical Performance

Simulation-based, technical performance assessment of system capacity, water quality, energy use and any
other system behaviour.


Calculates performance indices – detailed technical performance metrics based on the values of
certain features or state variables of urban water networks.



Indices include hydraulics [e.g., service pressure, contingency pressure, pressure variation, velocity),
water quality [travel time, concentration)



Performance indices selected from editable libraries updated with latest R&D

Energy analysis
Automatically calculates the minimum energy needed to supply distributed demand in a water network using
web-available detail geodata.


Calculates the minimum energy needed to supply a given demand volume uniformly distributed
across a specified geographical area.



On-map direct freehand drawing of target area.



Automatically retrieves detail elevations for the target area from web-available geodata.



Shape files may be imported as guidance backdrops.

Energy Balance
Library-based energy balance framework for automated diagnosis and prioritization of system sectors from
an energy assessment viewpoint.


Systematic calculation of energy balance for system and zones.



Automated, consistent estimates for delivered, dissipated, recovered and lost energy, as well as
energy efficiency kPI.



Fully configurable libraries for any combination of audit items.

6.4 Predicting
Failure analysis
Using system component failure records, such as work orders, predicts present and future probability of
failure of pipes or sewers.


Predicts individual pipe/sewer probability of failure and failure rate at any point in time.



Uses pipe/sewer inventory data and asset failure records [e.g. from work orders).



Includes two alternative predictive models: Poisson and LEYP [Linear Extended Yule Process).

Inspection Analysis
Using pipeline/sewer inspection and condition assessment records, predicts future condition, residual life,
and guide the inspection effort.


Uses pipe/sewer inventory data and failure records [e.g. work orders).



Other covariates may be supplied as geodata.
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Projects the effect of age on condition & estimates confidence levels for the predictions.



Measures the value of explanatory variables.



Two predictive models: Random Forest machine-learning model and Gompitz stochastic model.

Component Importance
Assesses the consequence of failure of each pipe in a water supply network, by simulating the resulting
reduced service.


Calculates the individual importance of each pipe by comparing the total demand that the network
is hydraulically capable of satisfying when that pipe is down, with the total demand supplied by the
unimpaired network.



Capable of computing the effect over extended periods (e.g., the 24h cycle).



Results available in 2D or 3D mapping visualization, alongside all hydraulic results.

Risk of no service
Quantifies supply service interruption risk through expected reduced service, based on individual pipe failure
probabilities and consequences.


Calculates a service interruption risk metric, expressed as the expected volume of demand that the
system is unable to satisfy over one year, caused by the failure of each individual pipe.



Combines results from Failure Analysis and Component Importance.

6.5 Planning
Compare & Prioritize
AWARE-P decision-support environment where competing/strategies projects are measured up and
prioritized through objectives-guided metrics.


Quantification of impacts over the long term



Ability to include the most relevant viewpoints



Ready to incorporate expert knowledge but engage non-technical decision-makers



Defendable decisions are reached through a repeatable, auditable and transparent process

Performance Indicators
A framework for selection and calculation of kPI based on organized libraries, including industry standards
[IWA) and user-developed libraries.


Guided kPI selection process leads to informed, efficient selection.



Rigorous PI definitions, base data and units.



Required information clearly displayed.



Includes reference kPI libraries such as IWA’s for water supply and for wastewater.
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Financial Analysis

Assesses net present value [NPV) and the internal rate of return [IRR) of any financial project from a longterm perspective.


A planning tool with the capability to project user-defined investments, costs and revenues over any
period of time.



A simplified, rapid means to explore the relationship between the duration of a given plan's projected
horizon and its NPV and IRR.

Infrastructure Value Analysis
Analyses the ageing degree of an infrastructure comprised of any number of assets, and forecasts short- and
long-term investment and rehab needs.


IVI translates the aging degree of an infrastructure, calculated as the asset-value weighted ratio
between the current value and replacement value of its components.



An effective tool for assessing the impact of investment policies on service availability and financial
sustainability.



Linear and vertical assets with any degree of granularity may be included in the analysis.

6.6 Component diagrams
Events, Meters, Zones

Figure 29 – Monitor component diagram
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Water Balance

Figure 30 - Water Balance module component diagram

Network Modeling

Figure 31 - Network Modelling module component diagram

Technical Performance

Figure 32 - Technical Performance module component diagram

Energy analysis
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Figure 33 - Baseform Energy Analysis module component diagram

Energy Balance

Figure 34 - Baseform Energy Balance module component diagram

Failure analysis

Figure 35 - Baseform Failure Analysis module component diagram
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Inspection Analysis

Figure 36 - Baseform Inspection Analysis module component diagram

Component Importance

Figure 37 - Baseform Component Importance module component diagram
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Risk of no service

Figure 38 - Baseform Risk of No Service module component diagram

Compare & Prioritize

Figure 39 - Baseform Compare & Prioritize module component diagram

Performance Indicators

Figure 40 - Baseform Performance Indicators module component diagram
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Financial Analysis

Figure 41 - Baseform Financial Analysis module component diagram

Infrastructure Value Analysis

Figure 42 - Baseform Infrastructure Value Analysis module component diagram
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